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Preface

ICISC 2008, the 11th International Conference on Information Security and
Cryptology, was held in Seoul, Korea, during December 3-5, 2008. It was orga-
nized by the Korea Institute of Information Security and Cryptology
(KIISC). The aim of this conference was to provide a forum for the presentation
of new results in research, development, and applications in the field of informa-
tion security and cryptology. It also served as a place for research information
exchange.

The conference received 131 submissions from 28 countries, covering all areas
of information security and cryptology. The review and selection processes were
carried out in two stages by the Program Committee (PC) of 62 prominent
researchers via online meetings, using the We-Submission-and-Review software
written by Shai Halevi, IBM. First, at least three PC members blind-reviewed
each paper, and papers co-authored by the PC members were reviewed by at
least five PC members. Second, individual review reports were revealed to PC
members, followed by detailed interactive discussion on each paper. Through this
process, the PC finally selected 26 papers from 14 countries. The acceptance rate
was 19.8%. The authors of selected papers had a few weeks to prepare for their
final versions based on the comments received from more than 136 external
reviewers. These revised papers were not subject to editorial review and the
authors bear full responsibility for their contents.

The conference featured one tutorial and two invited talks. The tutorial was
given by Masayuki Abe from NTT. The invited speakers for two talks were
Vincent Rijmen from K.U.L. & Graz University of Tech and Jong-Deok Choi
from Samsung Electronics.

There are many people who contributed to the success of ICISC 2008. We
would like to thank all the authors who submitted papers to this conference. We
are deeply grateful to all 62 members of the PC members. It was a truly nice
experience to work with such talented and hard-working researchers. We wish to
thank all the external reviewers for assisting the PC in their particular areas of
expertise. Thanks to Shai Halevi for allowing us to use their convenient software.
Finally, we would like to thank all the participants of the conference who made
this event an intellectually stimulating one through their active contribution.

December 2008 Pil Joong Lee
Jung Hee Cheon
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Simple CCA-Secure Public Key Encryption from
Any Non-Malleable Identity-Based Encryption

Takahiro Matsuda®, Goichiro Hanaoka?, Kanta Matsuura®, and Hideki Imai®3

! The University of Tokyo, Tokyo, Japan
{tmatsuda,kanta}@iis.u-tokyo.ac.jp
2 National Institute of Advanced Industrial Science and Technology, Tokyo, Japan
{hanaoka-goichiro,h-imai@}@aist.go.jp
3 Chuo University, Tokyo, Japan

Abstract. In this paper, we present a simple and generic method for
constructing public key encryption (PKE) secure against chosen cipher-
text attacks (CCA) from identity-based encryption (IBE). Specifically,
we show that a CCA-secure PKE scheme can be generically obtained by
encrypting (m/|r) under identity “f(r)” with the encryption algorithm
of the given IBE scheme, assuming that the IBE scheme is non-malleable
and f is one-way. In contrast to the previous generic methods (such as
Canetti-Halevi-Katz), our method requires stronger security for the un-
derlying IBE schemes, non-malleability, and thus cannot be seen as a
direct improvement of the previous methods. However, once we have an
IBE scheme which is proved (or can be assumed) to be non-malleable,
we will have a PKE scheme via our simple method, and we believe that
the simpleness of our proposed transformation itself is theoretically in-
teresting. Our proof technique for security of the proposed scheme is also
novel. In the security proof, we show how to deal with certain types of
decryption queries which cannot be handled by straightforwardly using
conventional techniques.

Keywords: public key encryption, identity-based encryption, IND-CCA
security, non-malleability, NM-sID-CPA security.

1 Introduction

1.1 Background

Studies on constructing and understanding efficient public key encryption (PKE)
schemes secure against chosen ciphertext attacks (CCA) [42121] are important
research topics in the area of cryptography.

In [15], Canetti, Halevi, and Katz showed a generic construction of CCA
secure PKE schemes from any semantically secure identity-based encryption
(IBE) and one-time signature. This construction is fairly simple, and specifically,
its ciphertext consists of (x, vk, o) where x is a ciphertext of the underlying IBE
scheme (under identity “vk”), vk is a verification key of a one-time signature
scheme, and o is a valid signature of x (under verification key vk). However,

P.J. Lee and J.H. Cheon (Eds.): ICISC 2008, LNCS 5461, pp. 12009.
© Springer-Verlag Berlin Heidelberg 2009



2 T. Matsuda et al.

due to the use of a one-time signature, ciphertext length of the resulting scheme
becomes longer than that of the underlying IBE scheme for |vk| and |o|, which
might result in significantly large ciphertexts. This method was later improved
by Boneh and Katz [I1], but its ciphertext length is still not sufficiently short
compared with existing practical CCA secure PKE schemes, e.g. [T9/32].

Hence, it is still desired to further shorten ciphertext length of the Canetti-
Halevi-Katz (CHK) transformation without loosing generality.

1.2 Owur Contribution

In this paper, we present a new simple IBE-to-PKE transformation which is
fairly generic and practical. In contrast to the previous transformations [I5J11]
which require semantic security [26] for the underlying IBE scheme, our proposed
method requires non-malleability [21].

Informally, for a given IBE scheme IBE, we generate a ciphertext y of a PKE
scheme which is converted from IBE via our method as follows:

X = (f(r), IBE.Enc(prm, “f(r)”, (ml|r))),

where the second component is an encryption of (m||r) with the encryption al-
gorithm of IBE under the identity “f(r)”, and f is a one-way function (OWF)
It should be noticed that only a OWF is directly used as an additional building
block and thus fairly simple while in [I5/TT] more complicated tools, e.g. one-
time signatures, are required (though these tools can be obtained from OWFs
in theory). As seen in the above construction, ciphertext overhead of our con-
struction is that of IBE plus |r|+|f(r)| = (256-bit) for 128-bit security, and this
is fairly efficient compared to the Boneh-Katz (BK) construction [IT].

An obvious and crucial disadvantage of our proposed transformation is that it
requires a stronger assumption for the underlying IBE scheme, non-malleability.
It is well known that non-malleability is a significantly stronger notion of security
than semantic security, and in fact, except for CCA secure IBE schemes, no
practical non-malleable IBE scheme is currently known. [ Thus, we have to
honestly remark that our proposal cannot be seen as a direct improvement of the
previous generic IBE-to-PKE transformations [I5IT]. However, once we have an
IBE scheme which is proved (or can be assumed) to be non-malleable, an efficient
CCA secure PKE scheme can be immediately obtained via our transformation.
Also, we believe that the simpleness of our transformation itself is theoretically
interesting.

Our proof technique for the proposed method will be of another theoretical
interest. Since in the security proof, there exists a non-trivial issue which can-
not be treated by straightforward application of known techniques, we have to
concurrently carry out a totally different proof strategy. Hence, we develop a
dedicated proof technique for handling two different strategies simultaneously.

! Details of the notations are explained in Section

2 In theory, it is possible to construct non-malleable IBE schemes generically from any
semantically secure IBE schemes (while it is not known how to generically construct
CCA secure IBE schemes). We discuss this in the full version of our paper.
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Though there are several definitions for non-malleability so far [2II216I39/1],
non-malleability of IBE our transformation requires is the weakest among them,
i.e, (comparison-based) non-malleability against selective identity, chosen plain-
text attacks (NM-sID-CPA security).

1.3 Related Works

CCA Security of PKE. The notion of CCA security of PKE scheme was first
introduced by Naor and Yung [37] and later extended by Rackoff and Simon [42]
and Dolev, Dwork, and Naor [2I]. Naor and Yung [37] proposed a generic con-
struction of non-adaptive CCA secure PKE schemes from semantically secure
PKE schemes, using non-interactive zero knowledge proofs which yield ineffi-
cient and complicated structure and are not practical. Based on the Naor-Yung
paradigm, some generic constructions of fully CCA secure PKE schemes were
also proposed [2T43)33]. The first practical CCA secure PKE scheme is proposed
by Cramer and Shoup [19], and they also generalized their method as universal
hash proof technique [20] as well as some other instantiations of it. Kurosawa
and Desmedt [32] further improved efficiency of the Cramer-Shoup scheme.

In [T5], Canetti, Halevi, and Katz proposed a novel methodology for achieving
CCA security (see below), and from this methodology some practical CCA secure
PKE schemes are also produced, e.g. [12].

Recently, Peikert and Waters [41] proposed yet another paradigm to obtain
CCA secure PKE schemes using a new primitive called lossy trapdoor functions.

In the random oracle methodology [3], several generic methodologies (e.g.,
[4122]38]) and concrete practical schemes are known. However, since the results
from several papers, such as [I3], have shown that this methodology has some
problem, in this paper we focus only on the constructions in the standard model.

IBE and the CHK Transformation. As mentioned above, one promising approach
for constructing CCA secure PKE schemes is to transform an IBE scheme via
the CHK paradigm. Here, we briefly review IBE schemes and applications of the
CHK paradigm.

The concept of the identity-based encryption was introduced by Shamir [46].
Roughly speaking, an IBE scheme is a PKE scheme where one can use an arbi-
trary string (e.g., an email address) as one’s public key. Boneh and Franklin [10]
proposed a first efficient scheme (in the random oracle model) as well as the
security models for IBE schemes. Sakai, Ohgishi, and Kasahara [44] indepen-
dently proposed an IBE scheme with basically the same structure as the Boneh-
Franklin IBE scheme (without proper security discussions). In the same year,
Cocks [18] also proposed an IBE scheme based on the decisional quadratic resid-
uosity problem. Horwitz and Lynn [28] introduced a notion of the hierarchical
IBE (HIBE) which supports hierarchical structure of identities and Gentry and
Silverberg [25] achieved the first scheme in the random oracle model. Canetti,
Halevi, and Katz [14] introduced a weaker security model called selective iden-
tity security, and proposed an IBE scheme with this security without using
random oracles. Boneh and Boyen [8] proposed two efficient selective identity
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secure IBE schemes in the standard model, and following this work, Boneh and
Boyen [9] and Waters [47] proposed fully secure IBE schemes. Based on the Wa-
ters scheme (and thus based on the Boneh-Boyen scheme), many variants are
proposed [35/T7I30UT6/453T]. Gentry [24] proposed a practical IBE scheme which
provides tight security reduction as well as anonymity of identities. A variant of
this scheme was proposed in [31].

Canetti, Halevi, and Katz [15] proposed a generic method for obtaining CCA
secure PKE schemes. Following [15], there have been some attempts to construct
practical CCA secure PKE schemes by using specific algebraic properties of
underlying IBE schemes, and especially, based on this approach Boyen, Mei,
and Waters [12] proposed the currently best known CCA secure PKE schemes
in terms of ciphertext length by using certain specific IBE schemes [8/47]. Boneh
and Katz [II] improved the efficiency of [I5]. Kiltz [29] showed that the CHK
paradigm can be generically applied to tag-based encryption (TBE) schemes [34],
which are weaker primitives than IBE schemes.

2 Preliminaries

Here, we review the definitions of the terms and security used in this paper.

Notations. In this paper, “z < y” denotes that x is chosen uniformly at random
from y if y is a set or x is output from y if y is a function or an algorithm. “z||y”
denotes a concatenation of x and y. “|z|” denotes the size of the set if x is a
finite set or bit length of z if x is an element of some set. “z-LSB(y)” denotes
z-least significant bits of y. For simplicity, in most cases we drop the security
parameter (1%) for input of the algorithms considered in this paper.

2.1 Public Key Encryption

A public key encryption (PKE) scheme IT consists of the following three (prob-
abilistic) algorithms:

PKE.KG: A key generation algorithm that takes 1* (security parameter k) as
input, and outputs a pair of a secret key sk and a public key pk.

PKE.Enc: An encryption algorithm that takes a public key pk and a plaintext
m € M as input, and outputs a ciphertext y € X.

PKE.Dec: A decryption algorithm that takes a secret key sk and a ciphertext x
as input, and outputs a plaintext m € M U {L}.

where M and X are a plaintext space and a ciphertext space of II, respectively.
We require PKE.Dec(sk, PKE.Enc(pk,m)) = m hold for all (sk, pk) output from
PKE.KG and all m € M.

IND-CCA Security. Indistinguishability against adaptive chosen ciphertext at-
tacks (IND-CCA) of a PKE scheme IT is defined using the following IND-CCA
game between an adversary A and the IND-CCA challenger C:
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Setup. C runs PKE.KG(1*) and obtains a pair of sk and pk. C gives pk to A
and keeps sk to itself.

Phase 1. A can adaptively issue decryption queries (x1,X2,---,Xq) to C (at
most g1 times). C responds to each query x; by running PKE.Dec(sk, x;) to
obtain m; € MU {L} and returning m; to A.

Challenge. A chooses two distinct plaintexts (mg, mi) of equal length and
sends them to C. C flips a coin bo € {0,1} uniformly at random, computes
a challenge ciphertext x* <« PKE.Enc(pk, my. ), and sends x* to A.

Phase 2. A can issue decryption queries in the same way as Phase 1 (at most
@2 times), except that A is not allowed to issue x* as a decryption query.

Guess. A outputs a bit by as its guess for be.

Let gp = ¢1 + g2 be the number of A’s decryption queries. We define the IND-
CCA advantage of A attacking II as: Adv%\{a‘CCA = |Pr[ba = bc] — 3.

Definition 1. We say that a PKE scheme II is (t,qp,€)-IND-CCA secure if
we have Adv%\{a‘CCA < € for any algorithm A running in time less than t and

making at most qp decryption queries.

2.2 Identity-Based Encryption

An identity-based encryption (IBE) scheme IT consists of the following four
(probabilistic) algorithms.

IBE.Setup: A setup algorithm that takes 1* (security parameter x) as input, and
outputs a pair of a master secret key msk and global parameters prm.

IBE.Ext: A key extraction algorithm that takes global parameters prm, a master
secret key msk, and an identity ID € Z as input, and outputs a decryption
key dip corresponding to ID.

IBE.Enc: An encryption algorithm that takes global parameters prm, an identity
ID € Z, and a plaintext m € M as input, and outputs a ciphertext y € X.

IBE.Dec: A decryption algorithm that takes a decryption key dip and a cipher-
text x as input, and outputs a plaintext m € M U {L}.

where Z, M, and X are an identity space, a plaintext space and a ciphertext space of
I1, respectively. Werequire IBE.Dec(IBE.Ext(prm, msk, ID), IBE.Enc(prm, ID, m)) =
m hold for all (msk, prm) output from IBE.Setup, all ID € Z, and all m € M.

NM-sID-CPA Security. Non-malleability against selective identity, chosen plain-
text attacks (NM-sID-CPA) of an IBE scheme IT is defined using the following
NM-sID-CPA game between an adversary A and the NM-sID-CPA challenger C:

Init. A commits the target identity ID*.

Setup. C runs IBE.Setup(1*) and obtains a pair of msk and prm. C gives prm to
A and keeps msk to itself.

Phase 1. A can adaptively issue extraction queries (ID1,IDs,...,IDg,) to C
(at most ¢ times), except that A is not allowed to issue the target iden-
tity ID* as an extraction query. C responds to each query ID; by running
IBE.Ext(prm, msk, ID;) to obtain dip, and returning dip, to A.



6 T. Matsuda et al.

Challenge. A chooses a probabilistic distribution over an arbitrary subset of
the plaintext space M*(C M) where all elements in M* are of equal length,
and sends M* to C. C chooses m* and m* in M* according to its distribution,
computes a challenge ciphertext x* « IBE.Enc(prm, ID*, m*), sends x* to A,
and keeps m* to itself.

Phase 2. A can issue extraction queries in the same way as Phase 1 (at most
@2 times).

Output. A outputs a vector of ciphertexts X' = (X}, X5;---,X}), Where each
X} is an encryption of m} under the target identity ID* (i.e., x} < IBE.Enc
(prm,ID*,m}) for 1 < i <), and a description of a relation R(,-) of arity
(I + 1), where the first input is a scalar and the second input is a vector of
length | where [ is polynomial in . C runs djp- + IBE.Ext(prm, msk, ID*) to
obtain dip+, decrypts all elements in '’ by running m/ « IBE.Dec(dip+, x})
for 1 <4 <1, and obtains m’ = (m}, m},...,m}).

Let qg = g1 + g2 be the number of A’s extraction queries. We define R* as
an event that [x* ¢ X' A L ¢ m' A R(m*,m’) = true]. We also define R* in
the same way as R* except that m* is replaced with m*. We then define the
NM-sID-CPA advantage of A attacking IT as: Adv%ﬁSID‘CPA = Pr[R*] — Pr[R¥].

Definition 2. We say that an IBE scheme II is (t,qg,€)-NM-sID-CPA secure
if we have Adv%{\fé{sm'cp A< for any algorithm A running in time less than t
and making at most qg extraction queries.

Remark. NM-sID-CPA security of an IBE scheme we use in this paper is from
[23[T]. This type of non-malleability is called comparison-based non-malleability
[6/7], which was first introduced in [2] for PKE schemes and shown to be equiv-
alent to or weaker than simulation-based non-malleability [2I] depending on
attacks. Note that our definition of the NM-sID-CPA game does not allow the
adversary to output invalid ciphertexts (which decrypt to L). It was shown in
[40] that this non-malleability is, depending on attacks, equivalent to or weaker
than the one where the adversary is allowed to output invalid ciphertexts. More-
over, it was shown in [23] that the selective identity security is strictly weaker
than adaptive identity security for IBE schemes. Thus, in summary, NM-sID-
CPA security we use is the weakest among non-malleability for IBE schemes
considered so far.

2.3 One-Way Function

Let f: D — R be a function. (In this paper, we only consider the case where
all elements in D and R are of equal length.) We define the advantage of an
adversary A against one-wayness of f as follows:

AV = Prle — Dy — f(x);a’ — A(f,9) : f(2') = ).

3 Without loss of generality, we assume |M*| > 2 and m* and m* are always distinct.
The reason why we can assume this is similar to the case of the indistinguishability
games where we can assume that an adversary always outputs two distinct messages
in Challenge phase. For more details, see [2].
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Definition 3. We say that [ is a (t,€)-one-way function (OWF) if we have
Adv?&}f < e for any algorithm A running in time less than t.

3 Proposed Transformation

In this section, we give the details of the construction of our simple IBE-to-PKE
transformation from any NM-sID-CPA secure IBE scheme.

The idea behind the construction is as follows. Suppose f is a OWF. In our
construction, a randomness 7 is encrypted as a part of a plaintext of the under-
lying non-malleable IBE scheme using f(r) as an identity. In the decryption, the
relation between r and f(r) is then used to check the validity of the ciphertext.
Constructed like this, it seems hard to make a valid ciphertext without know-
ing the exact value of r. Moreover, due to non-malleability of the IBE scheme
and one-wayness of f, an adversary given a target ciphertext cannot make any
alternation on it with keeping the consistency of r and f(r).

3.1 Construction

Let IT = (IBE.Setup, IBE.Ext, IBE.Enc, IBE.Dec) be a non-malleable IBE scheme
and f : {0,1}Y — Z be a OWF, where Z is the identity space of II. Then
we construct a PKE scheme I’ = (PKE.KG, PKE.Enc, PKE.Dec) as in Fig. [1I
Suppose the plaintext space of I’ is M/, then we require that the plaintext
space My of the underlying IBE scheme IT satisfy M x {0,1}Y C M. We
also require that length of all elements in Z, the output space of f as well as
the identity space of I, be of equal length and fixed. Typically, length ~ of the
randomness will be the security parameter x.

In terms of the construction of the transformation, ours is fairly simpler com-
pared to other generic IBE-to-PKE transformations [I5/11], since only a OWF
f, the weakest primitive, is directly used as an additional building block.

3.2 Security

Before going into a formal security proof, we give an intuitive explanation on how
CCA security is proved. In the security proof, we construct a simulator which breaks
NM-sID-CPA security using an IND-CCA adversary attacking the PKE scheme
IT’. The simulator’s task is to output a ciphertext 3’ and a relation R such that R
holds between the plaintext of 4 and that of simulator’s challenge ciphertext y*.

Roughly, the proof strategy of the previous generic IBE-to-PKE transforma-
tions [IBTT] is that the decryption queries encrypted under identities different
from the target identity of the simulator are responded perfectly due to simula-
tor’s own extraction queries, and the probability that an adversary issues a valid
ciphertext under the target identity as a decryption query is bounded due to the
properties of the underlying building blocks.

This “previous strategy” seems to work in our proof. But it is not sufficient
because there seems to be a chance for the adversary to confuse our simulator by
submitting a decryption query of the form (f(r*),y) where f is a OWF, f(r*) is
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PKE.KG(1"%) : PKE.Enc(PK,m) :

(msk, prm) « IBE.Setup(1™) r « {0,1}7; ID «— f(r)

Pick a OWF f. y «— IBE.Enc(prm, ID, (m||r))
SK — msk, PK «— (prm, f) x <« (ID,y)

Output (SK, PK). Output .

PKE.Dec(SK, x) :

Parse x as (ID,y).; dip « IBE.Ext(prm, msk, ID)

(ml|r) / L — IBE.Dec(dip,y) (if L then output L and stop.)
Output m if f(r) = ID. Otherwise output L.

Fig. 1. The Proposed IBE-to-PKE Transformation

submitted as a simulator’s target identity, and y # y*. Seeing such a query, the
simulator cannot tell whether it is a valid ciphertext or not and only it can do
is to return “1”. If this query is a valid ciphertext, then the simulation for the
adversary becomes imperfect by the improper response L (if this is not the case,
then the simulation is still perfect). However, notice that if the ciphertext of the
form (f(r*),y) where y # y* is valid, then the simulator can break NM-sID-CPA
security by outputting y with a relation such that “the |r*|-significant bits are
mapped to the same value by f.” Namely, suppose y is an encryption of (m4||ra)
under the target identity “f(r*)”, then a valid ciphertext satisfies f(ra) = f(r*),
which can be used for the relation R. (We call this “new strategy”.)

The difficult point is that the simulator cannot know whether the decryption
query under the target identity is a valid ciphertext or not when the adversary
issues such a query. Therefore, we further show how to handle both the “previ-
ous” and “new” strategies so that our simulator can always gain the advantage
of breaking NM-sID-CPA security from the adversary’s IND-CCA advantage.

Theorem 1. If the underlying IBE scheme II is (t,q, €nm)-NM-sID-CPA secure
and [ is a (t,€on)-OWEF, then the proposed PKE scheme IT' is (t,q,2q(€nm +
€ow))-IND-CCA secure.

Proof. Suppose A is an adversary that breaks (¢, q, €.cq)-IND-CCA security of
IT’, which means that A with running time ¢ makes at most ¢ decryption queries
and wins the IND-CCA game with probability % + €ccq. Then we construct a
simulator § who can break (¢, ¢, 21qecca — €ow)-NM-sID-CPA security of the
underlying IBE scheme IT using A and the (¢, €5,y )-OWF f. We use the weakest
case of NM-sID-CPA security where an attacker outputs a binary relation R
and only a single ciphertext 3’ in Output phase, because it is sufficient for our
proof. Without loss of generality, we assume ¢ > 0. Our simulator S, simulating
the IND-CCA game for A, plays the NM-sID-CPA game with the NM-sID-CPA
challenger C as follows.

Setup. S generates a public key for A as follows. Pick a OWF f. Choose r* €
{0,1}” uniformly at random and compute ID* «— f(r*). Commit ID* as
S’s target identity in the NM-sID-CPA game and obtain prm from C. Give
PK = (prm, f) to A.
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Phase 1. S responds to A’s decryption queries x; = (IDy, ¥:)ie{1,...,q,} DY Te-
turning m; generated depending on ID; as follows.

If ID; = ID*: Set m; = L.

Otherwise: Issue ID; as an extraction query to C and obtain djp,. Compute
IBE.Dec(dip,, y:) and set m; = L if the decryption result is L. Otherwise,
check whether f(r;) = ID; holds or not for the decryption result (m;]|r;).
If this holds, then this m; is used as a response to A, otherwise, set
m; = 1.

Challenge. When A submits (mg, m1) to S, S returns the challenge ciphertext
X* to A generated as follows. Flip a coin bg € {0,1} uniformly at random.
Choose a random message m’ € My (equal length to myg). Choose 17 €
{0,1}" uniformly at random. Set M, = (mps|lr*) and Mi_pg = (m/||7")
€ M. Define M3, as a uniform distribution over {My, M;}. Submit M
to C as 8’s challenge and obtain y* from C. Give x* = (ID*, y*) to A.

Phase 2. S responds to A’s decryption queries in the same way as Phase 1.

Guess. A outputs bs. S outputs a ciphertext 3’ and a description of a relation
R depending on b4 as follows.

If by = bg: Set a binary relation R(-,-) as “R(a,b) = true iff v-LSB(a) =
~-LSB(b).” Pick m” € Mz (equal length to my ) randomly. Choose r”’ €
{0, 1} uniformly at random. Flip a biased coin b, € {0,1} where b, =1
holds with probability a. If b, = 1, compute y’ < IBE.Enc(prm,ID*,
(m”||r*)), otherwise compute y’ < IBE.Enc(prm, ID*, (m/ ||7"")).

Otherwise: Set a binary relation R(-,-) as “R(a,b)=true iff f(7-LSB(a))=
f(7-LSB(b)).” Pick uniformly one ciphertext y; in A’s decryption queries
{x; = (IDj,yj)}jeq1,....qp and set y' = y;.

We remain probability o unknown here, and discuss later in this proof. Note
that Prb, = 1] = o and Pr[b, = 0] = 1 — @, according to our definition. Note
also that the description of the relation R that S uses is different depending on
A’s guess bit b4.

Next, we estimate &’s NM-sID-CPA advantage Adv%{v‘[g’SID‘CPA. In our con-
struction of S, S’s challenge M7; is always a uniform distribution over two
messages. Thus, for convenience, we assume that the NM-sID-CPA challenger
C flips its own coin bc € {0,1} uniformly at random and chooses M, as
a challenge message M* (and M;_p. as M*) in Challenge phase. Note that
Pr[bs = bc] = Pr[bs # bc] = } holds since be and bg are independent. Note
also that &’s simulation for A becomes imperfect if [bg # be] occurs, since with
overwhelming probability the challenge ciphertext given to A is not an encryp-
tion of either of (mg,m1) submitted by A.

We say that a ciphertext x is valid if x decrypts to an element in the plaintext
space My (i.e., not L) according to the decryption process of IT’. Let Valid be
an event that A issues a decryption query which forms x = (ID*, y) and is valid.
Note that S’s simulation for A becomes imperfect if Valid occurs, because in this
case S cannot return an appropriate plaintext to A.

We also note that throughout the simulation S cannot know whether [bg # b¢|
and Valid have occurred or not.
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In the following, we consider six cases depending on b4, bs, bc, and Valid:

— Case 1: by = bs Abg = bc AValid — Case 4: by 75 bs Abg = bc N Valid
— Case 2: by =bs Abg = bc AValid — Case 5: by 75 bs Abg = bc N Valid
*Case?):bA:bs/\bs#bC *C&SGG:bA#bs/\bs#bC

These cases cover all possibilities. Let [@] denotes an event that Case i occurs.
We denote S’s advantage in Case ¢ as Adv; and define it as: Adv; = Pr[R* A
@] — Pr[R* A @] = (Pr[R*|®@] — Pr[R*|@)]) - Pr[®], where R* and R* are defined
in Section According to the definition of the NM-sID-CPA advantage, we
obviously have Adv'¢*™-OP4 = 579 Adv,.

Now, we introduce the following lemmasH In the following, just for notational
convenience, we define two conditional probabilities P, = Pr[Valid|bg = bc] and
P, = Prlba = bs|bs = be A Valid], and use them for describing the lemmas.

Lemma 1. Advi > Ja(} + €cca)(1 — Py) — o, Pr[@].
Lemma 2. Advy > éaPka — 21W Pr[@)].

Lemma 3. Advs > —ja — .}, Pr[@)].
Lemma 4. Advy > —¢y, Pr[@].
Lemma 5. Advs > , (1 — P) Py — €0, Pr[®)].

Lemma 6. Advg > —¢,y Pr[©)].

Then, before proving the lemmas, we first calculate AvaM sID-CPA

6
AdVR P OPA = N " Adv;

1 1

> La(y + ) (L= P) 4 LaPiPy — ot 21q(1 — PP,
- ;W (Pr[@] + Pr[@] + Pr[®)]) — €ou (Pr[@] + Pr[®)] + Pr(®)])
Z ;a(;+€cca)(1_Pv)+;aPka éll +21 (I_Pk)Pv_€ow7

where, in order to sum up the terms regarding Pr[®] into one term €,, in the
last inequality, we used the fact that Z?:1 Pr[@] = 1 and the following claim.

Claim 1.

21'\{ S EO’LU‘

Proof of Claim [ Consider the adversary A’ against one-wayness of f
who on input f(r), where 7 is chosen uniformly from {0,1}7, runs as follows.
Choose ' uniformly at random from {0,1}” and output ' as the solution
of the one-way experiment. Since r and 7’ are independent, we have

4 Here, we purposely remain each Pr[®] as it is for the later calculation of
AdyNMsID-CPA
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AdvPY, = Pr[f(r) = f(r")] > Pr[r = r'] = J,. According to the definition
of €51, we have Adv?}x < €,y for any adversary A (including A’). Thus, we have
I <e O
2v = €ow-

Now, focusing on the second and the fourth terms of the right side member of
the above inequality, we can define o = Llp which will cancel out all the terms
regarding Pj. Using this «, we have

1 1
(€cca + Pv(

1
NM-sID-CPA
AdVH,Sb > 9 - ecca)) — €ow = 2% €cca — €ow)

2q

where the right side inequality is due to the definition of the IND-CCA advantage
and the fact that P, > 0.

Consequently, assuming A has advantage €., in breaking IND-CCA security
of the proposed PKE scheme IT" and f is a (t, €, )-OWF, S can break NM-sID-
CPA security of the underlying IBE scheme IT with the above advantage, using
above a.

To complete the proof, we prove the lemmas in order.

Proof of Lemma [T} In Case 1, an event [D] = [ba = bs A bs = bc A Valid]
occurs. In this case, we have M* = (my,||r*) and M* = (m/||r’). First, we
estimate Pr[R*|D].

Pr[R*|D] > Pr[R* A by = 1|D] = Pr[by = 1] - Pr[R*|D A by = 1] = @,
where we used the following.
Claim 2. Pr[R*|D A by = 1] = 1.
Proof of Claim[@ [bs = bc] implies that the plaintext of S’s challenge ciphertext
y* is M* = (mpgl||r*), and thus ~-least significant bits of M* is r*. And when
[ba = bs A by = 1] occurs, S outputs y' such that v-least significant bits of its

plaintext is also r*. Thus, S always outputs a ciphertext ¢’ such that R* occurs
and we have Pr[R*|DAb, = 1] = 1. ]

Next, we estimate Pr[R*|@D)].

Claim 3. Pr[R*|@] = .}, .

Proof of Claim[3. Recall that v-LSB(M*) = 7. Recall also that y-least significant

bits of the plaintext of ¢’ is either r* or 7, depending on the value b,. Since 7/,

r* and 7’ are independently chosen by S, we have

1

27"
O

- 1 1
Pr[R*|@] = Pr[r’ = r*Aby = 1]4+Pr[r’ =7"Aby = 0] = oy Ot o, (1-a) =

Finally, we estimate Pr[D]. We have
Pr[@] = Pr[ba = bs A bs = bc A Valid]

1 1.1
=5 Pr[ba = bslbs = be A Valid] - Pr[Valid|bs =bc| = 2(2 + €cea)(1—Py),

where we used the following.
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Claim 4. Prlba = bs|bs = be A Valid] = 1 + €cea

Proof of Claim [4) If both Valid and [bs # bc] do not occur, then S perfectly
simulates the IND-CCA game for A, and the view of A is identical to that when
attacking IT’. Thus in this case A wins his IND-CCA game perfectly simulated
by & with ordinary probability % + €cca- O

Consequently, S’s advantage in Case 1 is estimated as: Adv; = (Pr[R*|@] —
Pr[R*|@]) - Pr[@] > Lo} +€cea) (1 — Py) — o, Pr[@], which completes the proof
of Lemmal [ ]

Proof of Lemma [2} In Case 2, an event [@] = [ba = bg A bs = bc A Valid]
occurs. In this case, we have M* = (my||r*) and M* = (m/||[r’). With the same
discussion in the proof of Lemma [Il we have Pr[R*|@] > a and Pr[R*|@)] = J, .
As for Pr[@)], we have Pr[@] = Pr[by = bs A bs = bc A Valid] = %Pr[bA =

bs|bs = be A Valid] - Pr{Validbs = be] = 1 Py P,.
Consequently, &’s advantage in Case 2 is estimated as: Advy = (Pr[R*|@)] —
Pr[R*|@])-Pr[@] > J Py Py — ), Pr[@], which completes the proof of Lemma 2l
O

Proof of Lemma [3 In Case 3, an event (@] = [ba = bs A bs # bc] occurs.
In this case, we have M* = (m/[[r/) and M* = (my,|[r*). We first estimate

Pr[R*|®)].
Pr[R*|®)] = Pr[R* A by = 1|®)] + Pr[R* A b, = 0|@)]
= Pr[bo = 1] - Pr[R*|@® A by = 1] + Pr[bs = 0] - Pr[R*|@ A by = 0]

- 1
§oz—i—Pr[R"k|®/\ba:0]§oz—|—2,Y7

where we used the following.
Claim 5. Pr[R¥|@ Ab, =0] < .},

Proof of Claim[3. When [b, = 0] occurs, S chooses r uniformly from {0,1}7,
independently of r*, generates 3y’ such that ~y-least significant bits of the plain-
text is r”/, and outputs it with the relation R in Output phase. Therefore, the
probability that R* occurs in this scenario is identical to the probability that
" = r* occurs and is at most . O

As for Pr[@)], we have Pr[@)] = Prlba = bg A bg # bc] = 3 Pr[ba = bs|bs #

bc] = ;. where we used the following.

Claim 6. Pr[bA = bs|bs 75 bc} = %

Proof of Claim[@ When [bg # bc] occurs, since the challenge ciphertext x* given
to A is not an encryption of either mg nor m; that are submitted by A, S’s
simulation for A4 becomes imperfect. Thus, A’s behavior may become unknown
to S after Challenge phase. However, since bg is information-theoretically hidden
to A, the probability that [bs = bs] occurs is exactly . O
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Consequently, S’s advantage in Case 3 is estimated as: Advs > — Pr[R*|@Q)] -
Pr(®] > — o — %, Pr[®)], which completes the proof of Lemma [3l O

Proof of Lemma [t In Case 4, an event (@] = [ba # bs A bs = be A Valid]
occurs. In this case, we have M* = (my||r*) and M* = (m/||r’). According to
our construction of S, [ba # bg] implies that S chooses 3 uniformly from A’s
decryption queries. We estimate Pr[R*|@)] in the following.

Claim 7. Pr[R*|@] < €pyp-

Proof of Claim[7 Since in this case r’ is information-theoretically hidden to A,
the value f(r') is also information-theoretically hidden to .A. Thus, probability
that A, without seeing f(r’), happens to issue decryption queries such that the
image with f of v-least significant bits of the plaintext becomes identical to f(r')
is at most €y, . O

Consequently, S’s advantage in Case 4 is estimated as: Advy > — Pr[R*|@)] -
Pr[@)] > —€ou Pr[@)], which completes the proof of Lemma [l O

Proof of Lemmal 5k In Case 5, an event [®)] = [ba # bsAbs = boAValid] occurs.
In this case, we have M* = (my||r*) and M* = (m/||r’). Due to [ba # bs], S
chooses one ciphertext uniformly from A’s decryption queries and uses it as
its final output in Output phase of the NM-sID-CPA game. First, we estimate
Pr[R*|®)]. We prove the following claim.

Claim 8. Pr[R*|®)] > ;.

Proof of Claim [8. Since S cannot correctly respond to the decryption query
that causes Valid, §’s simulation for A becomes imperfect and .4’s behavior may
become unknown to S after such query. However, when Valid occurs, A must
have issued at least one query of the form (ID*,y4) such that the plaintext of
ya forms My = (mal|ra) and f(ra) = f(r*) = ID* holds. Thus, if S chooses
such y4 for ¥’ from A’s decryption queries, R* occurs. Since the number of A’s
decryption queries is at most g, the above probability is at least Lll. a

With the same discussion in the proof of Lemma [, we have Pr[R*|®)] < €y.
We also have Pr[®)] = Pr[ba # bs A bs = bc A Valid] = (1 — Py)P,.
Consequently, 8’s advantage in Case 5 is estimated as: Advs = (Pr[R*|®)] —
Pr[R*|®)]) - Pr[®] > 21q(1 — Pi)Py — €ow Pr[®)], which completes the proof of
Lemma O

Proof of Lemma [6t In Case 6, an event [@)] = [ba # bs A bs # b¢] occurs. In
this case, we have M* = (m/||[r') and M* = (my,||r*). Again, due to [ba # bs],
S chooses one ciphertext from A’s decryption query. We estimate Pr[R*|®)].

Claim 9. Pr[R*|®)] < €ow.
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Proof of Claim[9 Recall that we defined that, in the case [ba # bg], the relation
R(a,b) tests whether f(v-LSB(a)) = f(v-LSB(b)) holds. Thus, the event R* in
this case consists of the following two events: (1) A issues at least one decryp-
tion query (ID,y) which satisfies the conditions IBE.Dec(dip+,y) = (m||r) # L
and f(r*) = f(r), where f(r*) = ID* is the first component of the challenge
ciphertext given to A, and (2) S chooses such a query. Note that the first event
above is exactly the same event as Valid. For notational convenience, we denote
by Choice the second event above. Moreover, according to our construction of
S, in the case [bg # bc], the challenge ciphertext given to A is a “garbage”
ciphertext which forms (f(r*), IBE.Enc(prm, f(r*), (m’||7’))) where r* and 1’ are
chosen independently and uniformly from {0,1}” and m’ is also chosen ran-
domly. Also for notational convenience, we denote by RandomCT an event that
A is given a garbage challenge ciphertext of this form. Suppose that, as S’s final
output, one ciphertext (ID,y) is chosen from A’s queries. Using these notations,
we have

Pr[R*|®)

=Pr[Choice A IBE.Dec(dip~, y) = (m||r) # L A R((mag||r™), (m]|r))|ba # bs A bs#bc]
=Pr[Choice A IBE.Dec(dip=,y) = (m||r) # L A f(r*) = f(r)|RandomCT]

=Pr[Choice A Valid|RandomCT] < Pr[Valid|RandomCT].

Thus, all we have to do is to show Pr[Valid|RandomCT] < €,,,. Now, towards
a contradiction, we assume Pr[Valid|RandomCT] > €,,. We construct another
simulator 8" which, using A, breaks one-wayness of f. The description of &’ is
as follows.

Given f and f(r*) (where r* is uniformly chosen from {0,1}” and unknown
to &), &' first sets ID* = f(r*), then runs (msk, prm) « IBE.Setup and djp~ «
IBE.Ext(msk, ID¥). It gives PK = (prm, f) to A. Since &’ possesses SK = msk,
it can perfectly respond to the decryption queries. When A submits two plain-
texts as a challenge, S’ ignores it and generates the challenge ciphertext x* =
(ID*,y*) = (f(r*),IBE.Enc(prm, f(r*), (m/||7"))) where 7’ is uniformly chosen
from {0, 1}7 and m’ is also chosen randomly, and gives x* to A. After A outputs
a guess bit, from A’s decryption queries S’ finds one ciphertext (ID,y) whose
second component y satisfies IBE.Dec(dip-,y) = (m||r) # L and f(r) = f(r*),
and outputs such r (if no such query is found then S’ simply aborts).

It is easy to see that S’ perfectly simulates the scenario RandomCT for A.
Moreover, whenever Valid occurs, 8’ can find a preimage of f(r*) and thus breaks
the one-wayness of f. Therefore, Adv?)\g, = Pr[Valid|RandomCT] > ¢,,,, which
contradicts that f is a OWF, and thus we must have Pr[Valid|RandomCT] < €.
This completes the proof of Claim [ O

Consequently, S’s advantage in Case 6 is estimated as: Advg > — Pr[R*|©)] -
Pr[®)] > —€ow Pr[®)], which completes the proof of Lemma [6l O

Above completes the proof of Theorem [I1 O
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3.3 Extensions

As is the same with the previous generic IBE-to-PKE transformations, our
transformation can be applied to TBE schemes if we appropriately define non-
malleability for TBE schemes. (We discuss this in the full version of our paper.)

Moreover, if we consider non-malleability for HIBE schemes in the same way
as in Section [Z2], then our transformation can be used to obtain adaptive (resp.,
selective) identity CCA-secure t-level HIBE from (¢ + 1)-level HIBE that is non-
malleable against adaptive (resp., selective) identity, CPA.

4 Comparison

Table [ compares our transformation in Section[3 and other generic IBE-to-PKE
transformations including the CHK transformation (CHK) [15], the BK transfor-
mation (BK) [I1], and the BK transformation where the encapsulation schem
used in the BK transformation is instantiated by using a target collision resis-
tant hash function (TCRHF) [365] and a pairwise-independent hash function
(PIHF) (BK*)E In Table[ the column “IBE” denotes the security requirement
for the underlying IBE schemes (“-sID-CPA” is omitted), the column “Over-
head by Transformation” denotes how much the ciphertext size increases from
that of the underlying IBE scheme (typical sizes for 128-bit security are given
as numerical examples), the column “Required Size for M;pg” denotes how
much size is necessary for the plaintext space of the underlying IBE scheme, the
column “Reduction” denotes the ratios of the advantage of breaking the trans-
formed PKE schemes and that of the underlying IBE schemes, and the column
“Publicly Verifiable?” denotes whether we can check the validity of ciphertexts
publicly (without any secret keys) assuming that of the underlying IBE scheme
can be also checked publicly.

Ciphertext Overhead by Transformations. Here, we mainly compare ours with
BK* scheme, because the ciphertext overhead of the original CHK and BK trans-
formations depend on how we construct their additional building blocks.

In our transformation, the size overhead from the ciphertext of the underlying
IBE scheme is caused by a randomness r and its image f(r) with a OWF f. If we
require 128-bit security, we can set each to be 128-bit, and thus we have 256-bit
overhead in total. In BK*, on the other hand, overhead is caused by a TCRHF
(TCR), a MAC, and a large randomness 7’ (because of the use of the Leftover
Hash Lemma [27] with the use of a PIHF in order to get an almost uniformly
distributed value for a MAC key). Because of r’, though size of TCR(+") and the
tag from MAC can be 128-bit, we need at least 448-bit for the randomness 7/,
and the overhead in total needs to be 704-bit.

Observation: IND vs. NM. As we can see, there exists a trade-off between as-
sumptions on security of the underlying IBE schemes and ciphertext overhead.

® An encapsulation scheme is a special kind of commitment scheme. See [IT] for defi-
nitions.
5 This construction of the encapsulation scheme is introduced in [IT].
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Table 1. Comparison among Generic IBE-to-PKE Transformations

IBE Overhead by Transformation { Required Size Reduc- Publicly
(Numerical Example (bit)) for MiBE tion  Verifiable?
CHK IND |vk| + |sig| (—) |mprE| tight  yes
BK IND |com|+ |dec| + [MAC| (—) |mpxEe|+ |dec| tight —
BK* IND |[TCR(*')| + |*'| + IMAC| (704) |mpkE|+ || tight —
Ours NM |f(r)| + || (256) /mpre|+|r| 1/2¢ —

1 |vk| and |sig| denote the size of the verification key and the signature of the one-time
signature in the CHK transformation. |com| and |dec| denote the size of the commitment
and the decommitment of the encapsulation scheme, and |[MAC| denotes the size of the
tag of MAC in the BK transformation. |mpxg| is a plaintext size of a transformed
PKE scheme.

Roughly speaking, if we see the OWF in our transformation as a hash function,
then our transformation is obtained by getting rid of the PIHF and the MAC
from BK*. And the lost power is supplied by the property of non-malleability
of the underlying IBE scheme. But it is not easy with a brief consideration to
come up with an efficient NM-sID-CPA secure IBE scheme from a combination
of an IND-sID-CPA secure IBE scheme, a PIHF, and a MAC. Thus, this relation
between ours and BK* could be seen as a concrete (but qualitative) evidence
that shows the (huge) gap between what IND achieves and what NM achieves
(at least, for selective identity, chosen plaintext attacks for IBE schemes).
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Abstract. Ciphertext-Policy Attribute-Based Encryption (CP-ABE)
allows to encrypt data under an access policy, specified as a logical com-
bination of attributes. Such ciphertexts can be decrypted by anyone with
a set of attributes that fits the policy. In this paper, we introduce the
concept of Distributed Attribute-Based Encryption (DABE), where an
arbitrary number of parties can be present to maintain attributes and
their corresponding secret keys. This is in stark contrast to the classic
CP-ABE schemes, where all secret keys are distributed by one central
trusted party. We provide the first construction of a DABE scheme; the
construction is very efficient, as it requires only a constant number of
pairing operations during encryption and decryption.

1 Introduction

Emerging ubiquitous computing environments need flexible access control mech-
anisms. With a large and dynamic set of users, access rules for objects cannot
easily be based on identities, and the conditions under which access to an object
is granted need to take into account information like the context and the history
of a subject. Due to these shortcomings of traditional access control mechanisms,
cryptographically enforced access control receives increasing attention.

One of the most interesting approaches is Ciphertext-Policy Attribute-Based
Encryption (CP-ABE) [1]. In this scheme, users possess sets of attributes (and
corresponding secret attribute keys) that describe certain properties. Ciphertexts
are encrypted according to an access control policy, formulated as a Boolean
formula over the attributes. The construction assures that only users whose
attributes satisfy the access control policy are able to decrypt the ciphertext with
their secret attribute keys. The construction is required to satisfy a collusion-
resistance property: It must be impossible for several users to pool their attribute
keys such that they are able to decrypt a ciphertext which they would not be
able to decrypt individually.

Common to most previous ABE schemes is the existence of a central trusted
authority (master) that knows a secret master key and distributes secret at-
tribute keys to eligible users. However, for many attribute-based scenarios, it
is much more natural to support multiple authorities [8J7]. The limitation to a
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http://db.mycompany.org : isAdmin OR
http://db.mycompany.org : hasFullAccess OR
( http://www.openid.org : is180rOlder AND
( http://www.contprovl.com : articlel234.hasPaidFor OR
http://www.contprov2.com : article4325.hasPaidFor OR
http://www.contprov3.com : articleABC.hasPurchased ) )

Fig. 1. An example policy

single central authority for attribute generation is neither realistic nor desirable
in applications where no single entity has the authority to grant secret keys for
arbitrary attributes.

We can, for exemplary purposes, illustrate one such scenario as follows. Con-
sider a company that hosts DRM protected media files. Users can purchase li-
censes from various content providers that issue usage licenses which contain the
keys required to decrypt the protected files. Let us assume that three such con-
tent providers are contprovl.com, contprov2.com, and contprov3.com. The
usage license (see Figure [I) can be expressed as a Boolean formula over at-
tributes. Here, attributes consist of an URL that specifies a party who has au-
thority over an attribute and an identifier describing the attribute itself, both
represented as strings and concatenated with a single colon character as sepa-
rator. The intuition behind this sample policy is that the protected file should
only be decrypted by someone who either is an administrator of the company
database db.mycompany . org, has the rights to download all files, or is at least 18
years old (which is established by an identification service www.openid.org) and
has purchased licenses from at least one of the given content providers. Note that
the same media file might be identified by different product codes in different
providers’ databases.

It is difficult to use this policy in a standard CP-ABE scheme, since there
is no central authority who maintains and controls all attributes; in the above
example, www . contprovl.comis solely responsible for maintaining the attribute
article1234.hasPaidFor, while db.mycompany.org has authority over the at-
tribute isAdmin. While it is possible that a third party is set up to which the
maintenance of all attributes is delegated, this solution obviously does not scale.
In addition, this solution is problematic if the entities mutually distrust each
other.

1.1 Distributed ABE

We propose Distributed Attribute-Based Encryption (DABE) to mitigate this
problem. DABE allows an arbitrary number of authorities to independently
maintain attributes. There are three different types of entites in a DABE scheme:
a master, attribute authorities and users.

The master is responsible for the distribution of secret user keys. However, in
contrast to standard CP-ABE schemes, this party is not involved in the creation
of secret attribute keys; the latter task can independently be performed by the
attribute authorities.
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Attribute authorities are responsible to verify whether a user is eligible of a
specific attribute; in this case they distribute a secret attribute key to the user.
(Note that determining the users’ eligibility is application-dependent and thus
beyond the scope of this work.) In our scheme every attribute is associated with
a single attribute authority, but each attribute authority can be responsible for
an arbitrary number of attributes. Every attribute authority has full control over
the structure and semantics of its attributes. An attribute authority generates a
public attribute key for each attribute it maintains; this public key is available to
every participant. Eligible users receive a personalized secret attribute key over
an authenticated and trusted channel. This secret key, which is personalized to
prevent collusion attacks, is required to decrypt a ciphertext.

Users can encrypt and decrypt messages. To encrypt a message, a user first for-
mulates his access policy in the form of a Boolean formula over some attributes,
which in our construction is assumed to be in Disjunctive Normal Form (DNF).
The party finally uses the public keys corresponding to the attributes occurring
in the policy to encrypt. In DNF, all negations are atomic, so attribute author-
ities should be able to issue negative attributes as well in order to make use of
the full expressive power of DNF formulas.

To decrypt a ciphertext, a user needs at least access to some set of attributes
(and their associated secret keys) which satisfies the access policy. If he does not
already possess these keys, he may query the attribute authorities for the secret
keys corresponding to the attributes he is eligible of.

To illustrate the use of a DABE scheme, we return to the above mentioned
example of the protection of media files. Figure 2] shows the policy of Figure [
in DNF. The policy consists of five conjunctions over different sets of attributes.
A user needs all secret attribute keys of at least one of the conjunctive terms to
be able to decrypt a ciphertext that was encrypted with this access policy.

A user who downloads the ciphertext analyzes the policy and tests if he has a
sufficient set of attributes to decrypt. The user may contact attribute authorities
for secret attribute keys he does not already have in his possession but he is
eligible of. For instance, he may query www.openid.org for a secret attribute
key corresponding to is180r0Older and contprov3.com for a secret attribute
key corresponding to the attribute articleABC.hasPurchased. In this case he
is able to satisfy the last conjunction. It may be necessary for him to perform
additional steps if he is not yet eligible for an attribute. For example, he might
decide to buy the article articleABC from contprov3.com to get the respective
attribute.

Note that every attribute authority independently decides on the structure
and semantics of its attributes. For instance, the authority db.mycompany.org
offers the attribute isAdmin. The meaning of this attribute and the semantics
(i.e., the decision who is eligible of it) is entirely up to db.mycompany.org.
Whoever includes the attribute in an access policy needs to trust the respective
authority to correctly determine eligibility.

Note that a DABE scheme must be collusion-resistant: if a user u has a friend
v who possesses an attribute that v does not have, it is not possible for u to
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http://db.mycompany.org : isAdmin
OR
http://db.mycompany.org : hasFullAccess
OR
( http://www.openid.org : is180rOlder AND
http://www.contprovl.com : articlel234.hasPaidFor )
OR
( http://www.openid.org : is180rOlder AND
http://www.contprov2.com : article4325.hasPaidFor)
OR
( http://www.openid.org : is180rOlder AND
http://www.contprov3.com : articleABC.hasPurchased )

Fig. 2. Policy of Figure[Ilin DNF

use the corresponding secret attribute key of v. Neither can u give any of his
attribute keys to v. All secret attribute keys are bound to their owner, making
them unusable with keys issued for other users.

1.2 Owur Contribution

In this paper we introduce the concept of Distributed Attribute-Based En-
cryption (DABE), i.e., a fully distributed version of CP-ABE, where multiple
attribute authorities may be present and distribute secret attribute keys. Fur-
thermore, we give the first construction of a DABE scheme, which supports
policies written in DNF; the ciphertexts grow linearly with the number of con-
junctive terms in the policy. Our scheme is very simple and efficient, demonstrat-
ing the practical viability of DABE. We furthermore provide a proof of security
in the generic group model, introduced by [2]; even though this proof is weaker
than the proofs of some more recent CP-ABE schemes [3[4l5], our scheme is
much more efficient, requiring only O(1) pairing operations during encryption
and decryption.

The remainder of this document is structured as follows: In Section [2] we
discuss related work. Section [B contains a description of DABE as well as a
formal definition of the required security property. Our construction is detailed
in Section @ We discuss its security and performance in Section Bl Finally we
conclude in Section [l A detailed security proof in the generic bilinear group
model is given in the appendix.

2 Related Work

Attribute-Based Encryption was first proposed by Goyal et al. [6] in the form
of key-policy attribute-based encryption (KP-ABE), based on the work of Sahai
and Waters [7]. In KP-ABE, users are associated with access policies and cipher-
texts are encrypted with sets of attributes. The access policies describe which
ciphertexts users can decrypt.
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The first CP-ABE scheme was presented by Bethencourt, Sahai and Wa-
ters [1], followed by some cryptographically stronger CP-ABE constructions that
allowed reductions to the Decisional Bilinear Diffie Hellman Problem [5l4], but
imposed restrictions that the original CP-ABE does not have. Recently, Waters
proposed three CP-ABE schemes that are as expressive as [I], rather efficient
and provably secure under strong cryptographic assumptions [3].

There is only one attempt at multi-authority CP-ABE, proposed by Chase [§]
as an extension of her multi-authority threshold ABE construction. This exten-
sion is rather limited. The policy is written as a set of threshold gates, which
are connected by another outer threshold gate. The threshold of the outer gate
is fixed. (However, one could run several parallel instances to support different
thresholds.) Each of the inner threshold gates is controlled by one of the author-
ities, and contains only attributes of that authority. The threshold of each inner
gate is fixed, even though dummy attributes can be used to support different
thresholds, as described in [7]. If the policy can only be formulated in a way
where some attributes occur in more than one of the inner threshold gates, these
attributes must be copied between the respective authorities, so in this case the
involved authorities need to mutually trust each other.

Another restriction of Chase’s scheme is that all authorities are managed
centrally by a trusted authority. Whenever a new authority is added, the global
system key changes and has to be propagated to all users who want to use
attributes of the authority. This includes encryptors who want to use attributes
from that authority in the policy.

Techniques similar to CP-ABE were proposed for many applications like
Attribute-Based Access Control (ABAC, used in SOA) [9], Property-Based
Broadcast Encryption (used in DRM) [10], and Hidden Credentials [I1I12]. Note
that the techniques used in these applications are not collusion-resistant, so they
can not be classified as ABE. It remains to be examined if ABE techniques can
be used to improve the solutions.

3 DABE

In this section we formally define the concept of DABE and introduce the re-
quired keys and algorithms. Our construction will be detailed in Section @l Ta-
ble [l on the next page| provides a quick reference of the most relevant keys.

3.1 Users, Attributes and Keys

During setup, a public master key PK and a secret master key MK are generated;
PK is available to every party, whereas MK is only known to the master. Every
user u maintains a public user key PK,, which is used by attribute authorities
to generate personalized secret attribute keys, and a secret key SK,, which is
used in the decryption operation. Generation and distribution of PK, and SK,
is the task of the master, who is also required to verify the identity of the users
before keys are issued. The keys SK, and PK, of a user u are bound to the
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Table 1. Summary of DABE keys

Key Description Usage

PK Global key Input for all operations
MK Master key Creation of user keys

SK, Secret key of attribute authority a  Creation of attribute keys
PK4  Public key of attribute A Encryption

SKa,. Secret key of attribute A for user v Decryption

PK., Public key of user u Key Request

SK. Secret key of user u Decryption

identity and/or pseudonyms of the user by the master. This binding is crucial
for the verification of the user’s attributes.

Every attribute authority maintains a secret key SK, which is used to issue
secret attribute keys to users. An attribute is a tuple consisting of an iden-
tifier of an attribute authority (e.g. an URL) and an identifier describing the
attribute itself (an arbitrary string). We will denote the public representation
of the attribute as A and use a4 as the identifier of the attribute authority
present within A. For every attribute with representation A there is a public
key, denoted PK 4, which is issued by the respective attribute authority and is
used to encrypt messages. The corresponding secret attribute keys, personalized
for eligible users, are issued by the attribute authorities to users who request
them (after determining their eligibility). To prevent collusions, every user gets
a different secret attribute key that only he can use. A secret attribute key of
an attribute A, issued for a user u is denoted by SK 4,,,. We call the set of secret
keys that a user has (i.e., the key SK,, and all keys SK 4,,,) his key ring.

3.2 The DABE Scheme

The DABE scheme consists of seven fundamental algorithms: Setup, Crea-
teUser, CreateAuthority, RequestAttributePK, RequestAttributeSK, Encrypt and
Decrypt. The description of the seven algorithms is as follows:

Setup. The Setup algorithm takes as input the implicit security parameter 1%.
It outputs the public key PK and the master key MK.

CreateUser(PK, MK, u). The CreateUser algorithm takes as input the public
key PK, the master key MK, and a user name u. It outputs a public user
key PK,, that will be used by attribute authorities to issue secret attribute
keys for u, and a secret user key SK,,, used for the decryption of ciphertexts.

CreateAuthority(PK,a). The CreateAuthority algorithm is executed by the
attribute authority with identifier ¢ once during initialization. It outputs a
secret authority key SK,.

RequestAttributePK(PK, A, SK,). The RequestAttributePK algorithm is
executed by attribute authorities whenever they receive a request for a pub-
lic attribute key. The algorithm checks whether the authority identifier a4
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of A equals a. If this is the case, the algorithm outputs a public attribute
key for attribute A, denoted PK 4, otherwise NULL.

RequestAttributeSK(PK, A, SK,, u, PK,). The RequestAttributeSK algo-
rithm is executed by the attribute authority with identifier ¢ whenever it
receives a request for a secret attribute key. The algorithm checks whether
the authority identifier a4 of A equals a and whether the user u with public
key PK,, is eligible of the attribute A. If this is the case, RequestAttributeSK
outputs a secret attribute key SK 4, for user u. Otherwise, the algorithm
outputs NULL.

Encrypt(PK, M, A, PK4,,...,PK4,). The Encrypt algorithm takes as input
the public key PK, a message M, an access policy A and the public keys
PK4,,...,PK4, corresponding to all attributes occurring in the policy A.
The algorithm encrypts M with A and outputs the ciphertext CT.

Decrypt(PK,CT, A, SK,, SK 4, u, - - -, SK Ay u). The Decrypt algorithm takes
as input a ciphertext produced by the FEncrypt algorithm, an access policy
A, under which CT was encrypted, and a key ring SK,,, SK 4, u,. .., SKay u
for user u. The algorithm Decrypt decrypts the ciphertext CT and outputs
the corresponding plaintext M if the attributes were sufficient to satisfy A;
otherwise it outputs NULL.

Note that this scheme differs from CP-ABE [I] in that the two algorithms
Create Authority and RequestAttributePK were added, and CP-ABE’s algorithm
KeyGen is split up into CreateUser and RequestAttributeSK. It is crucial that
RequestAttributeSK does not need any components of the master key MK as
input, so that every attribute authority is able to independently create attributes.
However, we still require that a trusted central party maintains users (executes
CreateUser), as otherwise collusion attacks would be possible.

3.3 Security Model

We model the security of DABE in terms of a game between a challenger and
an adversary, where the challenger plays the role of the master and all attribute
authorities.

Setup. The challenger runs the Setup algorithm and gives the global key PK
to the adversary.

Phase 1. The adversary asks the challenger for an abitrary number of user
keys. The challenger calls CreateUser for each requested user and returns
the resulting public and private user keys to the adversary. For each user the
adversary can request an arbitrary number of secret and public attribute
keys, that the challenger creates by calling RequestAttributeSK or Request-
AttributePK, respectively. Whenever the challenger receives a request for an
attribute A of authority a, he tests whether he has already created a secret
key SK, for a. If not, he first calls CreateAuthority to create the appropriate
authority key (note that SK, will not be made available to the adversary).
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Challenge. The adversary submits two messages My and M; and an access
policy A such that none of the users that he created in Phase 1 satisfy A. (If
any user from Phase 1 satisfies A, the challenger aborts.) As before, the chal-
lenger may have to call CreateAuthority to initialize attribute authorities.
The challenger flips a coin b, encrypts M under A, and gives the ciphertext
CT to the adversary.

Phase 2. Like in Phase 1, the adversary may create an arbitrary number of
users. He can also request more secret attribute keys for the users he created
in Phase 1 and 2, but if any secret attribute key would give the respective
user a set of attributes needed to satisfy A, the challenger aborts. As before,
the adversary can always request any public attribute key.

Guess. The adversary outputs a guess b’ of b.

The advantage of the adversary in this game is defined as Pr[b’ = b] — J, where
the probability is taken over all coin tosses of both challenger and adversary.
A DABE scheme is secure if all polynomial time adversaries have at most a
negligible advantage in the above game.

4 Our Construction
We construct an efficient DABE scheme as follows:

Setup. The Setup algorithm chooses a bilinear group G of order p and a pairing
e : Gx G — Gr [13]. Next it chooses a generator ¢ € G, a random point
P € G and a random exponent y € Z,. The public key of the system is PK =
{G,Gr,e,g,P,e(g,9)?}, while the secret master key is given by MK = g¥.

CreateUser(PK,MK,u). The algorithm CreateUser chooses a secret mk, €
Z, and outputs the public key PK, := g™k« and the private key SK, :=
MK -P@ke = gv . Pk for user wu.

CreateAuthority(PK, a). The algorithm CreateAuthority chooses uniformly and
randomly a hash function H,, : {0,1}* — Z, from a finite family of hash
functions, which we model as random oracles. It returns as secret key the index
of the hash function SK, := z,.

RequestAttributePK(PK, A, SK,). If A is handled by the attribute authority a
(i.e., aa = a), RequestAttributePK returns the public attribute key of A, which
consists of two parts:

PKy = < PK/y = gHsKa (A PK') := e(g, g)¥ sxa (A4) > .

This public key can be requested from the attribute authority by anyone, but
RequestAttributePK can only be executed by the respective authority, because
it requires the index of the hash function SK, as input.
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RequestAttributeSK(PK, A, SK,,u, PK,). After determining that the attribute
A is handled by a (i.e., a4 = a), the authority tests whether user u is eligible for
the attribute A. If this is not the case, RequestAttributeSK returns NULL, else it
outputs the secret attribute key

SK 4, := PK, 55 (A) = gmicu Hsico (A),
Note that the recipient u can check the validity of this secret key by testing if
e(SK,,PK'y) = PK'} -e(P,SK 4,4) -

Encrypt(PK, M, A,PK 4,,...,PK4,). A policy in DNF can be written as

j=1 \(A€eS;
where n (not pairwise disjoint) sets S1, .. ., S, denote attributes that occur in the
j-th conjunction of A. The encryption algorithm iterates over all j = 1,...,n,

generates for each conjunction a random value R; € Z, and constructs CT; as

CT; = (E; == M- ( ][] PKY)™,

AeS;
Ej .= P",
E} = (][] PK)™) . (1)
AES]'

The ciphertext CT is obtained as tuple CT := (CTy,...,CT,).

Decrypt(PK, CT, A, SKy, SK 4, 4, - - -, SK 4y u). To decrypt a ciphertext CT, De-
crypt first checks whether any conjunction of A can be satisfied by the given
attributes, i.e., whether the input SK 4, 4,...,SKa, . contains secret keys for
all attributes occurring in a set S; for some 1 < j < n. If this is not the case,
the algorithm outputs NULL, otherwise

e(B), T] SKi)
€S

M=E. -
7 e(BY,SK,)

It is easy to see that the decryption is correct. Let a; := > ,. s, Hgk, (A).
Then E] =M. e(g’g)yﬂjR]‘7 E;/ — gn‘jRj and

€(E;, H SKZ7U)

€S

E. e(PRj , gmk“ aj)
7T e(EY,SK,)

e(gnfia, gv - Pk
e(-P7 g)R] mk,, a;
e(P, g)ftiminai - e(g, g)uoitt

=M -e(g,g)**" -

=M- e(gag)yajRj : =M .
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5 Discussion

In this section, we first comment on the performance of the proposed DABE
scheme, give a security proof in the generic group model and finally comment
on the delegation property.

5.1 Performance

Compared to other ABE schemes, the proposed DABE construction is very effi-
cient. Nearly all operations are group operations in G and G7. The only compu-
tationally expensive operation—the pairing e : G x G — Gpr—is needed during
decryption exactly two times, no matter how complex the access policy is. No
pairings are needed for any other algorithms. In all other known ABE schemes,
the number of pairings grows at least linearly with the minimum number of
distinct attributes needed for decryption.

5.2 Security

We first give an intuitive security argument. Clearly, to decrypt a ciphertext CT
without having access to a sufficient set of secret attribute keys, an adversary
needs to find e(g, g)¥% % for some 1 < j < n which allows him to obtain M
from E; (note that M only occurs in E;). He thus must compute a pairing of
g% and ¢g¥? for some a, 3 € Z,, such that a3 = ajR;.

To create such a pairing, the adversary can only use keys that he has obtained
before in a security game as defined in Section [3.3] We will show that, assuming
the adversary has not enough secret keys to satisfy A, he is not able to compute
this value.

The only occurrence of g¥ (aside from e(g, g)¥) is in the secret user keys, so
the adversary has to use some SK,, for the pairing, yielding

(g™, vSKu) = e(g9%, g¥) - e(g”, P™ ) - e(9*,7) ,

for some «. Given all values that the adversary knows, the only useful choice for
g% is E] = g% E; for some conjunction /\AeSj A. Pairing £ with SK,, gives:

e(Ej},SKy,) = e(g, 9)!*" - (g, P)™w Tt

To obtain e(g, g)¥% % | the second factor has to be eliminated. However, all three
exponents of e(g, P)™* %% are unknown to the adversary, and no combination
of two publicly known values or secret user keys holds exactly the desired com-
ponents (assuming that the adversary does not have all required secret attribute
keys), so this value cannot be computed by the adversary.

For a more thorough security proof of our construction, we will use the generic
group model [2]. In this model, the elements of G and G are encoded as arbitrary
strings that (from the adversary’s point of view) appear random. All operations
are computed by oracles, so the adversary is limited to the group operations, the
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pairing, and equality tests. A scheme proven secure this way is called generically
secure and can only be broken by exploiting specific properties of the groups
that are used to implement it.

Theorem 1. Let Adv be a generic adversary who plays the DABE security game
and makes q oracle queries. Then Adv has advantage at most O(q*/p) in the
generic group model, where p is the order of the bilinear group.

A proof of this theorem is given in the appendix.

5.3 Delegation

The CP-ABE schemes [I] and [4] support an additional mechanism called Dele-
gate that allows a user to create a new key ring that contains a subset of his secret
attribute keys. In a DABE scenario with separate CreateUser and RequestAttri-
buteSK algorithms, delegation between users cannot be supported since it allows
collusions. To see this, consider a user u who is eligible of a set of attributes S,
and a user v who is eligible of a set of attributes S, # S,. Now let S be a set of
attributes such that S C S, U S,, but S, € S and S, € S. To decrypt a cipher-
text encrypted with a conjunction consisting of all attributes in S, the user u
would use CreateUser and RequestAttributeSK to get all attributes of S, then
call Delegate to create a key ring for v that contains SN.S,,. Finally, v would then
use RequestAtiributeSK to add all remaining attributes S, := S, \ (SN.S,). This
is possible as in a DABE scheme, the RequestAttributeSK can be called at any
time to add private attribute keys to key rings. Subsequently, v could decrypt
any ciphertext encrypted with S. For this reason, delegation is not allowed in
DABE. In our scheme, key rings can be re-randomized in the same way as [I] and
[3], so a new keyring containing a subset of the attributes of the old keyring can
be generated that is usable for decryption. However, all values of the resulting
keyring will contain a random mk,, that is not bound to any identity, so the user
will not be able to add new attributes to it.

6 Conclusion

In this paper, we proposed the concept of Distributed Attribute-Based Encryp-
tion (DABE) as an extension of Ciphertext-Policy Attribute-Based Encryption
(CP-ABE) that supports an arbitrary number of attribute authorities and al-
lows to dynamically add new users and authorities at any time. We provided
an efficient construction of DABE that uses only two pairing operations in the
decryption algorithm and no pairing operation in any other algorithm.

A limitation of our construction is that access policies need to be in DNF form.
We leave it as an open question to design a more expressive DABE scheme, while
preferably maintaining the O(1) number of pairings that our construction offers.
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A Security Proof

We closely follow the structure of the proof of [I]: First we show how to reduce
any adversary who plays the DABE game of Section (denoted Advy in the
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following) to an adversary in a modified game (denoted Advs). Then we show
that no Advy has non-negligible advantage, so there can be no Adv; with non-
negligible advantage, either.

Let adversary Adv; be an adversary who plays the DABE game defined in
Section [3.3] using our construction from Section @l We define a modified game
as follows: The phases Setup, Phase 1, and Phase 2 are equal to the DABE
game. In the Challenge phase, the adversary submits an access policy A such
that none of the users that he created in Phase 1 satisfy A. The challenger flips
a coin b, and creates a ciphertext for the access policy A according to Equation
[ but instead of computing E; := M - e(g, g)¥* i, he computes E; as

B e(g,g)vett, ifb=1
’ e(g, )%, ifb=0,
where all §; are uniformly and independently chosen random elements of Z,.

Given an adversary Adv; that has advantage € in the DABE game, we can
construct Advy as follows: In the phases Setup, Phase 1, and Phase 2, Adv,
forwards all messages he receives from Adv; to the challenger and all messages
from the challenger to Adv;. In the Challenge phase, Advs receives two messages
My and M; from Adv; and the challenge C' (which is either e(g,g)?%% or
e(g,9)%) from the challenger. He flips a coin 3 and sends C" := Mg - C' to Adv;.
When Adv; outputs a guess 3, Adv, outputs as its guess 1if 3’ = 3, or 0if 3’ # .
If C = e(g,g)¥% " then Advy’s challenge is a well-formed DABE ciphertext and
Adv; has advantage e of guessing the correct ' = (. If C = e(g,g)%, the
challenge is independent of the messages My and M7, so the advantage of Adv,
is 0. Thus, we have

Pr[Adv, succeeds] = Pr[C = e(g, g)V* ] Pr[3' = 8| C = e(g,g)?“ "] +
Pr[C = e(g,9)"] Pr[B # B|C = e(g,9)"]
1.1 1 1 1+4e€
< .=
S Tty =

and the overall advantage of Advy is 5, as required. The existence of any suc-

cessful Adv; implies the existence of an adversary Advy who succeeds with non-
negligible advantage as well.

Our next step is to show that no Adve can distinguish between e(g, g)¥%
and e(g,¢)% in polynomial time. A combination of both results implies that no
Adv; can have non-negligible advantage, either.

To show this, we use the generic group model from [2], with the extensions
for bilinear groups with a pairing e : G; X Go — G developed in [14], which
we simplify slightly for our case where G; = G». For groups G and G of prime
order p, the simulator chooses an arbitrary generator ¢ € G and uses random
maps &, & 1 Z, — {0,1}1°8P1 that encode any §* or e(g, §)* as a random string.
The maps £ and & must be invertible, so the simulator can map representations
back to elements of G and Gp. The simulator gives the adversary two oracles that
compute the group operations of G and G and another oracle that computes the

R;
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pairing e. All oracles take as input string representations of group elements. The
adversary can only perform operations on group elements by interacting with the
oracles. For example, given two string representations A := & (a) and B := &7 (b)
of elements of group Gr, the adversary can query the group oracle for the result
of the group operation A- B in Gr. The simulator will map A and B back to the
respective elements of Gr using &, ! then execute the group operation and map
the result to a string using £7. From the view of the adversary, the simulator can
simply return £(a) - £(b) = £(a+b) or &r(a) - &r (D) = Er(a+b) for multiplication
and £(a)/&(b) = &(a — b) or &r(a)/&r(b) = &r(a — b) for division. Note that
no oracle will accept input from different encodings (for example, one cannot
compute &(a) - &r(b)). The oracle for e can be implemented easily: Given two
encodings A = £(a) and B = £(b) for some a, b € Z,, the encoding of the pairing
of A and B is &p(ab). We assume that the adversary only makes oracle queries
on strings previously obtained from the simulator.

The simulator plays the DABE game as follows:

Setup. The simulator chooses G, G, e, § and random exponents y,p € Z,,
as well as two encoding functions &, £ and oracles for the group operations
in G, Gr, and the pairing as described above. The public parameters are
g:= £<1)7 P = g(ﬁ)a and Y := £T<y)

Phase 1. When the adversary calls CreateUser for some u, the simulator
chooses a random mk, € Z, and returns PK, := {(mk,) and SK, :=
&(y + p - mk,). Whenever the simulator gets a request involving an at-
tribute A that the adversary has not used before, he chooses a new, unique
random value mk 4, which simulates the term Hgk, (A) of an attribute A
with attribute authority a = a4. (The association between values mk 4
and attributes A is stored for future queries). For every public attribute
key request for an attribute A, the simulator returns PK’y := ¢(mk4) and
PK'} = &r(ymka). If queried for a secret attribute key, the simulator re-
turns SK 4 ,, = £(mk,, mk4).

Challenge. When the adversary asks for a challenge, the simulator flips a coin
b. Then he chooses a random R; € Z, for each conjunction A; and computes
a; = ZAGSj mk 4. If b = 0, he sets 6; to a random value from Z,,, otherwise
0; := ya; R;. Finally he computes the ciphertext components of CT; as

(B; = ¢r(0)), E} == €(BR;), EY == €(a;R;)) |

which he returns as ciphertext.

Phase 2. The simulator behaves as in Phase 1. However, the simulator refuses
any secret attribute key that would give the respective user a set of attributes
satisfying A.

All values that the adversary knows are either encodings of random values of
Z, (namely 1, p,y, mk,, mk4 and ), combinations of these values given to him
by the simulator (for example SK 4 ,, = £(mk,, mk 1)), or results of oracle queries
on combinations of these values. We keep track of the algebraic expressions used
to query the oracles; all queries can thus be written as rational functions. We
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assume that different terms always result in different string representations. This
assumption can only be false if due to the choice of the random encodings two
different terms “accidentally” result in the same string representation. Similar
to the proof in [I] it can be shown that the probability of this event is O(q?/p)
where ¢ is the number of oracle queries that the adversary makes. In the following
we will condition that no such event occurs.

Now, under this assumption consider how the adversary’s views differ between
the case where the 6; are random (b = 0) and the case where §; = ya;R; (b=1).
We claim that the views are identically distributed for both cases and therefore
any adversary has no advantage to distinguish between them in the generic group
model. To proof this claim, assume the opposite. Since the adversary can only
test for equality of string representations he receives (and all representations of
group elements are random), the only possibility for the views to differ is that
there exist two different terms that result in the same answer in the view where
0; = yajR; (b = 1), for at least one j, and in different answers in the view
corresponding to b = 0. Call two such terms 1y and v and fix one relevant
Jj. Since 6; only occurs as E; := &r(f;) and elements of &7 cannot be paired,
the adversary can only construct queries where 6; appears as an additive term.
Thus, v; and v can be written as

v =m0; + v}
vy =205 + l/é ,

for some v{ and v4 that do not contain ;. Since by assumption 6; = ya;R;
results in 11 = o, we have yiya;R; + v{ = ~ya;R; + V5. Rearranging the
equation yields

v — vy = (2 —m)ya;R; .
Thus, the adversary can construct an oracle query for a term yya;R; (which we
can, without loss of generality, add to the queries of the adversary).

It remains to be shown that, without having a sufficient set of attributes
satisfying A, the adversary cannot construct a query of the form &7 (yya,; R;) for
any v and j from the information that he has. This contradicts the assumption
that the views in the modified game are not identically distributed.

After Phase 2, the adversary has received the following information from the
simulator:

The tuple PK.

— PK, and SK,, for an arbitrary number of users.

PK’4 and PK'} for an arbitrary number of attributes.

— SK 4, for an arbitrary number of attributes and users, with the restriction
that for no w, he has a sufficient set of secret attributes keys that satisfies A.

— Ej, E}, and EY of the challenge ciphertext.

Furthermore, he possibly obtained encodings of arbitrary combinations of these
values through queries to the five oracles that implement the group operations
and the pairing. Since all R; and y are random, the only way to construct
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Table 2. Results of pairings

Source Term Pairing with SK, Pairing with E;

PK, mk,,/ mk,/ y + pmk, mk, mk,, pR;

SK,,/ y+pmk,  y? + yp(mk, +mky) + p? mk, mk,, ypR; + p° mk, R,
[I PKL aj ya; + pmky a; a;pR;

A€,

Ej PR; ypR; + p° mky R; PR ,

E;-/ a;R;j ya; Rj + pmk, a; R aj;ﬁRJ-

&r(yya;R;) is to pair two values from G by querying the pairing oracle, so that
each of the components is contained in any of the terms.

First we show how the adversary can find representations of terms that con-
tain a;. Aside from Ej and EY, a; can only be constructed by querying the
multiplication oracle for encodings of the terms containing mk4 for all A € S
and some j with 1 < j < n. These values occur only in PK'y, PK’;, and SK 4.
Since PK’) € Gr, it cannot be used as input of the pairing. Multiplying repre-
sentations of PK', for some A and SK 4, for some u and A yields terms with
exponents of the form

Z <7umku2%47umk,4> +’Y/kaA ,
A A

u

for some 7,, y4,., and 7. Since the adversary does not have all secret at-
tribute keys corresponding to any one user u to satisfy any conjunction, no sum
> aYAumka will yield any a;. Furthermore, the simulator chooses all mk4
randomly, so any oracle query involving any sum over ) , mk A with a set of
attributes that does not precisely correspond to the attributes of the challenge
A gives no information about a;. The only way that the sum ") , mky4 eval-
uates to a; for some j is as a product of corresponding public attribute keys,
which is obtained by querying the multiplication oracle with all representations
of PK/y, A € S;, yielding &(a;). It follows that to construct a term containing
aj, the adversary has no other option than to use either Ej, E}’, or HAESj PK 4
for any j. Other terms containing mk 4 are not useful for him. '

Next we consider how to obtain terms containing y and R;. All R; and y are
random, so the only way to construct a relevant pairing is to pair two represen-
tations of terms from G by querying the pairing oracle, such that both y and
one R; are contained in one of the terms. The only values in G that contain y
are SK,. We examine all possible results from pairing some v SK, with some
other value. As shown above, we need not consider terms where the adversary
has some mk 4, but not all to create a value a;.

The first three columns of Table [2] list all remaining combinations. It can be
seen that the only result that contains all y, a; and R; is the pairing of some
SK, and some E}’ which results in

fT(ﬁRj mk,, a; + yajRj) .
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In order to obtain the required term &p(yya;R;), the adversary will have to
eliminate the first term, pR; mk, a;. To construct this, he needs to pair a term
containing p with another term. Thus we need to examine all possible results
from pairing SK,, or E; (the only terms depending on p) with another value. Once
again, Table|2 on the previous pagelists all possible combinations not containing
terms involving results of the hash oracle. (Including terms given by the oracles
one gets terms of the above form that will not help, either.) We can conclude from
the case analysis that no term of the form &r(pR; mk, a;) can be constructed.
Thus, the term {7 (ya; R;) cannot be constructed by the adversary, which con-
tradicts the assumption that the views in the modified game are not identically
distributed. Thus, any Advy will have negligible success to win the game. In turn,
a successful Adv, cannot exist either, which proves the theorem. O
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Abstract. Consider RSA with N = pq, ¢ < p < 2q, public encryption
exponent e and private decryption exponent d. We study cryptanalysis of
RSA when certain amount of the Most Significant Bits (MSBs) or Least
Significant Bits (LSBs) of d is known. This problem has been well stud-
ied in literature as evident from the works of Boneh et. al. in Asiacrypt
1998, Blémer et. al. in Crypto 2003 and Ernst et. al. in Eurocrypt 2005.
In this paper, we achieve significantly improved results by modifying the
techniques presented by Ernst et. al. Our novel idea is to guess a few
MSBs of the secret prime p (may be achieved by exhaustive search over
those bits in certain cases) that substantially reduces the requirement of
MSBs of d for the key exposure attack.
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1 Introduction

RSA [19] is one of the most popular cryptosystems in the history of cryptology.
Here, we use the standard notations in RSA as follows:

primes p, ¢, with ¢ < p < 2g;

N =pq, ¢(N) = (p—1)(q — 1);

e,d are such that ed = 1+ k¢(N), k > 1;

N, e are publicly available and message M is encrypted as C' = M*° mod N;
— the secret key d is required to decrypt the cipher as M = C% mod N.

Though RSA is quite safe till date if applied with proper cryptographic prac-
tices, the literature related to its cryptanalysis is quite rich. RSA is found to
be weak when the prime factors of any one of p £ 1, ¢ = 1 is small [I8I25].
In [TT], it has been pointed out that short public exponents may cause weakness
if the same message is broadcast to many parties. One very important result
regarding RSA weak keys has been presented in [24], where it has been shown
that N can be factored from the knowledge of N, e if d < }.)Nzll. Though it has
been shown [2] that the idea of [24] cannot be substantially extended further
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than the bound of d as O(N<11)7 many papers [BI9123I26] used the idea of Con-
tinued Fraction (CF) expression to get different kinds of weak keys in RSA (one
may follow the material from [20, Chapter 5] for basics of CF expression and
related results). The seminal idea of [§] using lattice based techniques has also
been exploited in great detail [5/1] to find weak keys of RSA when d < N9-292,
An outstanding survey on the attacks on RSA before the year 2000 is avail-
able in [4]. For very recent results on RSA, one may refer to [2[I3JI4] and the
references therein.

One important model of cryptanalysis is the side channel attack such as fault
attacks, timing attacks, power analysis etc. [6/I5/16], by which an adversary may
obtain some bits of the private key d. In [@], it has been studied how many bits
of d need to be known to mount an attack on RSA. The constraint in the work
of [6] was the upper bound on e which is v/N. The study attracted interest and
the idea of [6] has been improved in [2] where the bound of e was increased upto
NO-725_ Then the work of [T10] improved the result for full size public exponent e.
We present further improvement over the work of [T0] noting that if one guesses a
few MSBs of p, then the requirement on the number of bits in d gets substantially
reduced.

As an example (see Example [ later) with practical parameters, for a specific
1024 bit N and 309 bit d, the idea of [I0] requires 112 many MSBs of d to be
exposed, whereas, our idea requires only 80 MSBs of d with a guess of 21 bits of
MSBs in p. First of all, the total requirement of bits to be known in our case is
80+ 21 = 101, which is 11 bits less than the 112 many bits to be known in [10].
More importantly, one needs to know the bits of d by side channel attacks and
a reduction of 112 — 80 = 32 bits makes the chance of this kind of attack more
realistic. Further, with higher lattice dimension we get even more interesting
results where as less as 53 many MSBs of d are required with the knowledge of
21 many MSBs of p.

One may note that given the constraint ¢ < p < 2¢, a few bits of p,q can
be known in polynomial time (e.g., around 7 bits for 1024 bit N and 9 bits for
2048 bit N following the work of [22]). This will indeed reduce the search effort
further for guessing a few MSBs of p.

As we use different notations in this paper compared to [I0], let us list
the results of [I0] with our notations here. Let d be of bitsize dlog, N. Given
(6 — ) logg N many MSBs of d, the product N can be factored in probabilistic
polynomial time [10] (we ignore the term € as given in [I0]) if

1. vﬁg—é\/l—&-fié,or
2. y < IX4 5 — 1V4X2 + 6, where A = max{y,0 — 1}

There are also some results in [I0], where cryptanalysis of RSA is studied when
some LSBs of d are known.

In this paper we use similar kind of analysis as in [I0] and explain different
cases relevant to the attacks. The theoretical results are presented in Theo-
rems 2 [3l and @l The advantages of our work over [10] are as follows.
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1. Given that a few MSBs of p can be guessed, the requirement of MSBs of d
in our attack is less than that of [I0] (where no guess on p is made).

2. The total amount of bits, to be known considering the MSBs of both p,d
in our case, is less than the number of MSBs to be known for d as reported
in [10].

3. In Theorem E we have also studied the cryptanalysis of RSA when some
MSBs of p along with the LSBs of d are known and our results is better than
that of [10].

Our theoretical results are supported by experimental evidences. We have im-
plemented the programs in SAGE 2.10.1 over Linux Ubuntu 7.04 on a computer
with Dual CORE Intel(R) Pentium(R) D CPU 2.80 GHz, 1 GB RAM and 2 MB
Cache.

While comparing our experimental results with that of [I0], we implement
the idea of [I0] on our own platform. As all the parameters for the experiments
in [I0] may not be the same with our implementations, the results may vary a
little. We point out the exact experimental values presented in [I0] as and when
required.

1.1 Preliminaries

Let us present some basics on lattice reduction techniques. Consider the lin-
early independent vectors uy, ..., u, € Z™, when w < n. A lattice, spanned by
< U, ..., Uy >, is the set of all linear combinations of uy, ..., uy, i.e., w is the
dimension of the lattice. A lattice is called full rank when w = n. Let L be a lat-
tice spanned by linearly independent vectors uy, ..., u,, where uy,...,u, € Z™.
By uj,...,ul,, we denote the vectors obtained by applying the Gram-Schmidt
process to the vectors wuq, ..., uy. It is known that given a basis wuq, ..., U, of
a lattice L, LLL algorithm [I7] can find a new basis by,...,b, of L with the

following properties.

= 1o [P 2] by |1 for 1 < i <w.
— For all i, if b; = b} + 327} pui;b% then |p; ;| < } for all j.

w 1

5 det(L)w"1.

— [ by (<25 det(L) v, || ba [|< 2
By b7,...,b},, we mean the vectors obtained by applying the Gram-Schmidt
process to the vectors by, ..., by.

The determinant of L is defined as det(L) = []i_, ||u}]|, where ||.|| denotes
the Euclidean norm on vectors. Given a polynomial g(z,y) = > a; jz'y’, we
define the Euclidean norm as || g(x,y) ||= \/ Do aj; and infinity norm as
I 9(z,y) [loo= maxi ; |a; |-

In [8], techniques have been discussed to find small integer roots of polynomials
in a single variable mod n, and of polynomials in two variables over the integers.
The idea of [8] extends to more than two variables also, but the method becomes
probabilistic. The following theorem is also relevant to the idea of [§].
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Theorem 1. [I2] Let g(x,y,z) be a polynomial which is a sum of w many
monomials. Suppose g(xo, Yo, z0) = 0 mod n, where |zg] < X , |yo| < Y and
|20l < Z. If || g(xX,yY,22) ||< \Z}, then g(zo, Yo, 20) = 0 holds over integers.

Thus, the condition 215det(L)w171 < \;Lw implies that if polynomials by, by (cor-
responding to the two shortest reduced basis vectors) have roots over 0 mod n,
then those roots hold over integers also. The solutions corresponding to each
unknown is achieved by calculating the resultant of two polynomials (if they are
algebraically independent) and then finding the solution of the resultant.

2 MSBs of d and p Known

In this section we consider that certain amount of MSBs of both d,p will be
available. We will study to methods following the ideas of [10].

2.1 Method I
Let us start with the following result.

Theorem 2. Letd < N9 and consider that do, po are exposed such that |d—dy| <
N7 and |p—po| < NP. Then one can factor N (in probabilistic polynomial time)

when
_ B+2/B(5 + 30)
3 .

Proof. Let qo = LZ])\SJ We have ed — 1 = k¢p(N) = k(N — (p+ ¢q — 1)). Now
writing d = do + di, the above equation can be written as e(dy +dy) — 1 =
E(N —po—qo— (p+q—po—qo—1)). This can be rewritten as ed;y — (N — pg —
gk +k(p+q—po—qo—1)+edyp — 1 = 0. Let us consider the corresponding
polynomial fysp1 = ex — (N — po — qo)y + yz + R, where R = edy — 1, and
dy is renamed as x, k is renamed as y and p 4+ q¢ — po — qo — 1 is renamed as z.
Hence, we have to find the solution (zg,yo,20) = (d1,k,p+ ¢ —po — qo — 1) of
the polynomial fa;sp1 =ex — (N —po — qo)y + yz + R.

Let X = N7, Y = N%,Z = NP, and one can check that they are the upper
bounds of xg, 9o, z0. Note that k (renamed as %) is less than d = N°. Also, the
bound Z should be |p + ¢ — po — qo|, which is actually less than 2N? (however,
we ignore the constant term in the proof as in [10]).

Let us fix the lattice parameters m,t. Define W = || farsp1 (X, yY, 22) |00
and n = (XY)™Z™ W . In order to work with a polynomial having the constant
term 1, we define

y<1

f=R ' fuspi(z,y,2z) mod n =1+ ax + by + cyz.

(During the experiments, as long as ged of R,n is not 1, we keep on increasing
n by 1.) Then we use the shifts
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gijk = @'y’ 2F f(a,y, ) XY 7R,
fori=0,....m; 7=0,....m—1i; k=0,...,7;

hijr = xyd 28 f(z,y, 2) Xy mod zmt=k
fori=0,....m; 5=0,....m—i; k=j+1,...,5+1¢

Giji = na'y’ 2,
fori=0,...m+1, j=m+1—4 k=0,...,7;

s = o'y 2,
fori=0,...m+1;, j=m+1—i k=j5+1,...,j+1t

Now we build a lattice L with the basis elements coming from the coefficient vec-
tors of giji (2 X, yY, 22), hije(xX,yY, 2Z), 915, (x X, yY, 2Z) and hi (v X, yY, 22)
following the idea of [10]. The vectors are ordered in such a manner that the ma-
trix corresponding to the lattice L becomes triangular, and the diagonal entries
of g and h are equal to (XY)™Z™*t. Then we follow the similar computation
as in [10, Appendix A], taking ¢t = 7m. If

X1+3TY2+3TZ1+3T+3T2 < VV1+3T7 (1)

we get polynomials f; and fo (the first two elements after lattice reduction
using LLL algorithm) that satisfy the Howgrave-Graham bound as described in
Theorem [I1

Now we construct two resultants G7,Gs taking two different pairs from
fussi, f1, f2 (in our experiments, mostly, G1 is constructed using faspi1, f1
and G5 is constructed using farspi, f2). Then we construct the resultant of
G1,G2 to get G. The integer root of G provide zp, which in turn gives the
primes. We assume that the resultant computations for multivariate polynomi-
als constructed in our approach yield non-zero polynomials. This is successful in
most of the cases in our experiment. However, as this step involves some prob-
ability of success, we consider the algorithm as probabilistic. As each of lattice
reduction, resultant computation and root finding is polynomial time algorithm
in log, N, the product N can be factored in probabilistic polynomial time given
the constraints in this theorem.

Here X = N7, Y = N% Z = N? and

W =max(eX,(N — po — q0)Y,YZ,R) > (N — pg — qo)Y ~ NY = N'*°.
So the inequality [ holds if,

X 1+37y 2437 14374372 < (Ny)1+sT N
N’y(1+3T)N6(2+3T)Nﬂ(1+37'+37'2) < NA+)(A+3T) o

37+ (38437 =3)7+ (y++8-1) <0,
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Putting the optimal value of 7, which is 7 = 172/6[377 in the above inequality we

. . (3—B)—+/482+1285
get the required condition v < 3 . a

One may note that putting § = é in Theorem Pl we get the same bound v <
> — 2V/1+66 as in [10, Theorem 1]. As we have the knowledge of a few MSBs
of p, the value of 3 decreases below é in our case, increasing the value of v. As
& — v proportion of bits of d needs to be known for the attack, we require less
number of MSBs of d to be exposed than [10].

We present some numerical values first. Consider 1024 bits IV, i.e., logy N =
1024 and 6 = 0.35, i.e., log,d = 359. Thus, the upper bound of v using the
formula v < Z — :13\/1 + 66 of [10] comes to be 0.24644. Then the requirement
of MSBs of d to be known is (0.35 — 0.24644) x 1024 = 106 bits. If we consider
that 0.039 proportion of MSBs of p (i.e., 0.0195 proportion of log, N) is known,
then 8 = 0.5 — 0.0195 = 0.4805. In this case 20 many MSBs of p is required
to be guessed. Using our Theorem 2] the value of v becomes 0.26813. Thus the
requirement of MSBs of d to be known is (0.35 — 0.26813) x 1024 = 84 bits.

One should note that the total requirement of bits to be known in our case
is 84 4+ 20 = 104, which is less than the requirement of 106 bits in [I0]. The
number of MSBs of d to be exposed in [10] is (6 — 1) logy N (we denote 7 by 71
here). In our case, the requirement of MSBs in p is (0.5 — 8)logy N and that of
d is (6§ — y2) logy N (we denote v by 72 here), and adding them we get the total
requirement of MSBs (considering both p,d) is (0.5 — 5 4+ J — 72) logy N. One
may check that (§ — 1) logy N of [10] is greater than (0.5 — 3+ 6 — 72) logy N
when 3 < % This theoretically justifies the advantage of our technique.

Based on Theorem Pl we get the following probabilistic polynomial time al-
gorithm.

As we will work with low lattice dimensions, the actual requirement of MSBs
to be known will be higher in experimental results than the numerical values
arrived from the theoretical results. Let us first present an example with all the
relevant data that highlights our improvement.

Ezxample 1. We consider 1024 bits N, where p, q are as follows:
1250761923527510411315070094600953191518914882053874630138572721
3379453573344337203378689178469455622775349446752309018799383711
357854132188009573705320799, and
1107912156937047618049134072984642192716736685911164684230293246
8333166003839167447110681747873414798648020740448967643538057644
289251761907013886499799383.

The public encryption exponent e and the private decryption exponent d(> N-3)
are as follows:
4111419531482703302213152215249820199365297610317452985558572767
9733063464769115345985695600033379618093485626368069580331701437
1713991035411585833035097935179306334968838354246222965614977094
4387175979120739327961832949244693262147095449404161561854523749
0828036465397182668742616838575576909861473509095701, and
9112600460700982254642303117750528735697464727643378038053035839
34395253129269343722635765941.
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Algorithm 1.
Inputs: N, e; MSBs of d, p, i.e., do, po; Parameters ~, 3, 0.
Steps:

0.Ify£1-— ﬁ+2\/€(5+35) then exit with failure.
1. Construct polynomial farsp1 = ex — (N — po — qo)y + yz + R where
Qo = ;\;,andR:edo—l.
. Initialize X = N7, Y = N°,Z = N”.
. Fix the lattice parameters m, t.
. Calculate W = ||fmsp1(2X,yY,2Z)||cc and n = (XY)™Z™ T4V,
. Construct f = R~ farspi(2,y,2) mod n = 1+ az + by + cyz.
. Construct the lattice L from f, i.e., with the coefficients of the shift
polynomials gix (X, yY, 22), hijr(xX,yY, 22), gi(xX,yY, 22)
and hi; (X, yY, 2Z), where g,h, g, b’ are constructed from f.
. Reduce L using LLL algorithm to get the first two elements f1, fa.
8. Calculate the resultant G1 using favssi, fi
and the resultant G2 using famspsi, fo.
9. If both GG1, G2 are nonzero
then calculate the resultant G of G1, Ga;
else
exit with failure.
10. If G is nonzero
then solve G to get the integer root zo = (p+q — po — qo — 1);
else
exit with failure.

ST W N

N

First we work with the case m =t = 1, i.e., getting a lattice with dimension
w = 16 which corresponds to a 16 x 16 matrix (one may refer to [10, Section
4.1.1, Page 378] for the exact matrix). Factoring N requires the knowledge of 112
many MSBs of d using the method of [10], whereas, our technique requires 80 many
MSBs of d and 21 many MSBs of p. Both the techniques require around 1.5 seconds
on our platform. Following the idea of [22], around 7 MSBs of p may be known
in polynomial time and hence we need 22'~7 many guesses for p, which requires
less than 7 hours in our experimental set-up. The existing works on partial key
exposure attacks will not work with the knowledge of only 80 bits of MSBs that we
achieve here.

Considering a higher lattice dimension, m = t = 2, i.e., w = 40, factoring
N requires knowledge of 110 many MSBs of d using the idea of [I0]. This requires
53.03 seconds. According to experimental results in [10, Figure 5], this should require
around 93 MSBs of d. In our case, we require only 53 MSBs of d and 21 MSBs of p
to factor N that requires 46.25 seconds; thus the total requirement is 53 +21 = 74
many bits. Considering that 7 many MSBs of p may be known using the idea of [22],
the overall attack will take a day in a cluster of 9 machines.

One may also consider guessing MSBs of p + ¢ rather than p as the polynomial
frspi deals with p + ¢ rather than p and ¢. Experimental results of [22] show
that around 12 many MSBs of p + ¢ can be estimated correctly for the 1024-bit
N, whereas the estimation gives around 7 many MSBs for p. Consider that b,
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Table 1. Our results for 1024 bits N with lattice dimension m = 1,¢t =1, i.e., w = 16

308-bit d and # MSBs of d revealed in our case is 80 bits
# MSBs of d [I0] 112 112 107 111 122 114 115 114 113 113
# MSBs of p (our) 21 22 26 27 33 20 23 27 24 17

359-bit d and # MSBs of d revealed in our case is 150 bits
# MSBs of d [10] 213 213 224 221 210 213 213 209 214 209
# MSBs of p (our) 55 58 64 63 56 58 58 60 57 64

many MSBs of p are known (p is estimated by p’) and we estimate ¢ by ¢’ = Lﬁ”
Further, let us assume that the estimation p’ + ¢’ has by many MSBs identical
with the exact value p + ¢. Then experimentally we observed that by > b; in
general and for by = 7, we get by = 12 on an average. This shows that the effect
of guessing the MSBs of p or p 4 ¢ are same.

In Table [l we consider different 1024 bits N and present the results of 10
runs of Algorithm 1 for two cases, one when d > N%3 (308-bit d) and the
other when d > N93% (359-bit d). Let M .SBq, MSB, be the number of MSBs
exposed in d, p respectively and by, by be the number of bits in d, N respectively.
For the experiments, we have taken X = 2b¢=MSBa=7 4 3y — 2ba—7 1 3
and Z = 25 —1-MSBy—7 + 3, where 7 is assigned to either 0 or 1. As already
discussed, m = 1,t =1, i.e., w = 16.

First, we consider that only 80 MSBs of d will be leaked and studied the
requirement of the MSBs of p for the attack. In each case, the algorithm of [I0]
has also been executed and the requirement of the minimum number of MSBs
for d is presented. Next, we consider that 150 MSBs of d will be exposed for our
attack. The results of Table [I] clearly identifies the improvement through our
approach over the idea of [10].

2.2 Method II

We start this section with the following theorem.

Theorem 3. Letd < N and consider that do, po are exposed such that |d—dy| <
N7 and |p—po| < NP. Then one can factor N (in probabilistic polynomial time)
when

1 2
V<14 A= f- 3\//\\//\+3ﬂ,
where A = maz{y,d — 3}

Proof. Note that the attacker can compute kg = LEd?V*IJ. Let k1 = k — ko, the
unknown part of k. It can be shown similar to [2] that |k| < sy (N7 +3N9-2),
So we get |ki| < 4N*, where A\ = max{~,d — 3 }.

Now,ed—1=k(N+1—-p—q) & e(do+d1)—1 = (ko+k1)(N—(p+¢—1)) &
e(do+di) =1 = (ko+k1)(N—po—qo—(p+q—po—qo—1)) & edi — (N —po—qo)
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k1+ki1(p+q—po—qo—1)+ko(p+q—po—qo—1)+edo—1—(N—po—qo)ko = 0.
Hence we have to find the solution of the polynomial

fuspa(w,y,2) =ex — (N —po —qo)y +yz + koz + R,

where R = edy — 1 — (N — po — qo)ko. That is, the root of farspa(z,y,z2) is
(w0, %0, 20) = (d1,k1,p+q—po —qo — 1).

Let X = N7,Y = N*, Z = NP, and one can check that they are the upper
bounds of zg, Yo, zo neglecting the small constant multipliers.

Let us fix the lattice parameters m,t. Define W = ||fmsp2(2X,yY, 22) ||«
and n = X™Y™ Z™W . In order to work with a polynomial with constant term
1, we define

f=R " fuspa(z,y,z) mod n =1+ ax + by + cyz + dz.

(During the experiments, as long as ged of R,n is not 1, we keep on increasing
n by 1.) Then we use the shifts

Gijk = Ty 2 fx,y, 2) Xyt zme k)

fori=0,....m; j=0,....m—1; k=0,...,m—g;

hijk = xiyjzkf(xa Y, Z)meiym+t7jzm7k:7

fori=0,....m; j=m—i+1,... m—i+t; k=0,...,m—g;

r i,.7 .k
gijk—n$y]27

fori=0,...m+1; j=0,.... m+t+1—d; k=m+1—1;

hgjk:nmiyjzk7
fori=0,....m; j=m+t+1—4; k=0,...,m—i.

Now we build a lattice L with the basis elements coming from the coefficient vec-
tors of gk (2 X, yY, 22), hiju(x X, yY, 22), gi;p. (2 X, yY, 2Z) and hi;; (2 X, yY, 22)
following the idea of [I0]. The vectors are ordered in such a manner that the ma-
trix corresponding to the lattice L becomes triangular, and the diagonal entries
of g and h are equal to X™Y ™+t Z™ Now we follow the similar computation as

in [I0, Appendix B], taking ¢ = mm. If

X2+37Y3+6T+372 73+37 < W2+377 (2)

we get polynomials f; and fo (the first two elements after lattice reduction
using LLL algorithm) that satisfy the Howgrave-Graham bound as described in
Theorem [I1

Now we construct two resultants Gi,Gs2 taking two different pairs from
fmsBs2, f1, f2 (in our experiments, mostly, G is constructed using farspa2, f1
and G is constructed using farsp2, f2). Then we construct the resultant of
G1, G to get G. The integer root of G provide zg, which in turn gives the prime.
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We assume that the resultant computations for multivariate polynomials con-
structed in our approach yield non-zero polynomials. This is successful in most
of the cases in our experiment. However, as this step involves some probability
of success, we consider the algorithm as probabilistic. As each of lattice reduc-
tion, resultant computation and root finding is polynomial time algorithm in
log, N, the product N can be factored in probabilistic polynomial time given
the constraints in this theorem.
Here X = N7, Y = N* Z = NP, and

W = max(eX, (N — po — @)Y, Y Z,koZ,R) > (N —po — @)Y =~ NY = N1+,
So the Inequality [2] holds if,

X 2+37y 3+67+377 73437 < (Ny)2+3T N
N7(2+37')N)\(3+6T+3T2)Nﬂ(3+37’) < NA+HNEH37) o
BAMT2 4+ (38 +3y+3A=3) T+ (27 +A+33-2)<0
Putting the optimal value of 7, which is 7 = 17527/\74‘, in the above inequality

(6+2XA—603)—1/16A24+48)3
o )

we get the required condition v < O

Putting 3 = } in Theorem B, we get the same bound as in [I0, Theorem 1]. As
we have the knowledge of a few MSBs of p, the value of g decreases below ;
in our case, increasing the value of . As § — « proportion of bits of d needs to
be known for the attack, we require less number of MSBs of d to be exposed
than [10]. Similar to Algorithm 1 corresponding to Theorem [2], one can devise a
probabilistic polynomial time algorithm following Theorem [3l

Let us now present an example with all the relevant data that highlights our

improvement.

Example 2. We consider 1024 bits N, where p, g are as follows:
1290095499900537520738592018141635641890236846803915011513383767
0209874471258016282936211171026387975852074650577973638061666975
875608252293476946503643153 and
1000185093298659356464364006344214401803451809699327990511143534
6245976401541951947605527101001219415058383887802017319402268231
678260119183689118701599291

The public encryption exponent e and the private decryption exponent d(>
NO0-635) are as follows:
2646427944963705290832001040264321064518330644014272781901176692
1275747995184991062700504366357036237348582610659452376574441390
6848604272574339602928280657237457953663021451655943042945578450
1024196163634859652923753819307713107254668118838014524484407975
5319955227511927745024777291417353383785591531787203 and
7161023303467486069671927956706449459095092348532240745792204228
8486408905849760078536669744740852203765618495942126675467606851
0587072867279932328546936990058795097878469904141410558285066553
9707.
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First we work with the case m =t =1, i.e., lattice dimension w = 20. Factoring
N requires the knowledge of 572 many MSBs of d using the method of [10], whereas,
our technique requires 517 many MSBs of d and 31 many MSBs of p. Both the
techniques require around 7.5 seconds on our platform. Following the idea of [22],
around 7 MSBs of p may be known in polynomial time and hence we need 2317
many guesses for p, which requires around a day in a cluster of 2'° machines. The
existing works on partial key exposure attacks will not work with the knowledge
of only 517 bits of MSBs that we achieve here. Further the total requirement of
unknown bits in our case is 517 + 31 = 548 which is less than 572.

With higher lattice dimension, m =t = 2, i.e., w = 50, factoring N requires 527
many MSBs of d using the idea of [I0]. This takes 859.64 seconds. In our case, it
is enough to know 494 MSBs of d with 31 MSBs of p. The time required is 887.22
seconds.

We now present the experimental details of 10 runs with 10 different 1024 bits
N in Table Bl We consider that only 517 many MSBs of d will be leaked and
then study the requirement of the MSBs of p for our attack. In each case, the
algorithm of [I0] has also been executed and the requirement of the minimum
number of MSBs for d is presented. The results of Table [2 clearly identifies the
improvement through our approach over the idea of [10].

Table 2. Our results for 1024 bits N with lattice dimension m = 1,t =1, i.e., w = 20

651-bit d and # MSBs of d revealed in our case is 517 bits
# MSBs of d [10] 572 573 572 573 573 571 570 569 578 575
# MSBs of p (our) 31 34 35 35 35 32 38 33 33 35

2.3 Comparison of Methods I and II

Let us first concentrate on Theorem Bl We get v < 1+ 1)\ 08— 2\/)\\/)\ + 38,
where A = maxz{y,6 — 3}

3(1;6)2. This bound of 7 is valid when 6 — 3 < v,

Now A = ~ implies that v <
i.e., when § < é + 3(126)2.
IfA=46-1 wegettham< 5—5+§—;\/452—45+1+1255—65. We

consider this bound for 6 > 2 + 3(14 )
We need (6 — ) logs N many MSBs of d to factor N and thus when the upper
bound of v is larger, one gets the better result. Thus from Theorem Bl we get,
1oy < 2097 when 6 < L 4 30797, 2
2. y<3—f+73- 3\/452 46+1+12ﬁ6 68, when § > | 4+ 3079°,

Now we compare the item 1 above with the bound of TheoremIZL In TheoremIZI,
B+2+/B(8+35)
we have v <1 — 3 )
2
Note that 3(125) < 1_6+2\/§(ﬂ+36) iS5 < 1215( lgi_63gs 3052, 213, 9

One can check 121,3(51%54—64353+38952+2415+ K< o+ 145) ,for 3> 0.07. In
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our analysis, we generally consider (3 is very close to 0.5, i.e., > 0.07. Thus for
the required range of values for 3, we have, 1;[3 (3eB1=8334+%32 421+ %) <
2
14 30677,
Hence, we can conclude that Method I (corresponding to Theorem [2]) is more
effective when § < 1;6(% prt—5p3+ 324 213+ ), but for higher values of
0, Method II (corresponding to Theorem B]) will perform better.

3 LSBs of d and MSBs of p Known

In [T0, Theorem 3], the cryptanalysis of RSA has been studied when some LSBs
of d are exposed. We here extend the idea with the additional idea that a few
MSBs of p are also known. This gives the following theorem. We present the
proof briefly as the technique is similar to our Theorem [

Theorem 4. Let d < N°. Given (§ — v)logy N many LSBs of d and py when
Ip — po| < NP, N can be factored in probabilistic polynomial time when

_B+2VB(3+38)

<1
7= 3

Proof. Consider that dg is the integer corresponding to the exposed LSBs of d.
Thus, dyg = d mod M for some M, i.e., d = dy + d1 M, for some d;. Now we have
ed—1=k(N—(p+qg—1)), which can be written as e(dy+d1M)—1 = k(N —po—
qo—(p+q—po—qo—1)) < eMdy—(N—po—qo)k+k(p+q—po—qo—1)+edy—1 = 0.
Hence we have to find the solution of the polynomial

Jrse(z,y,2) =eMxz — (N —po — qo)y +yz + R,

where R = edy — 1. So, the root of frsp(x,y,z) is (zo, yo,20) = (d1,k,p+q —
po — qo — 1). This polynomial is same as the polynomial fyssp1 in the proof of
Theorem 2l Thus, using similar analysis as in the proof of Theorem 2] we get

the constraint as
X1+37Y2+37Z1+37+372 < Wwit+sT

Putting X = N?,Y = N%, Z = NP we get v < 1 — 6+2\/i(5+35). a

Putting g = % in Theorem @ we get the same bound as in [I0, Theorem 3].
As we have the knowledge of a few MSBs of p, the value of 3 decreases below
é in our case, increasing the value of . As § — « proportion of bits of d needs
to be known for the attack, we require less number of LSBs of d to be exposed
than [I0]. Similar to Algorithm 1 corresponding to Theorem [}, one can devise a
probabilistic polynomial time algorithm following Theorem [l

Let us now present an example with all the relevant data that highlights our

improvement.
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Table 3. Our results for 1024 bits N with lattice dimension m = 1,¢t =1, i.e., w = 16

308-bit d and # LSBs of d revealed in our case is 80 bits
# LSBs of d [10] 115 107 105 108 109 109 114 116 112 108
# MSBs of p (our) 23 24 23 29 24 27 30 27 20 19

Ezxample 3. We consider 1024 bits N, where p, q are as follows:
1203455554520496513092964312290781154515021150114637321974273660
4036604551051432401698923375314223219352776116668992562953977601
494812370217390511745064609 and
1170162232428076043275963242092394902992044041699922765182745491
1687794587069471939459107891700953238765852825589195765523177221
061363437357581056385345193.

The public encryption exponent e and the private decryption exponent d(> N9-30)
are as follows:
9262840848832818099725923231290910682284377479861057935159238392
2152908007127148216664565531845550317794995167278441598392908149
4300715331067535008047871523708599866902351068839273181735190226
3333864097908955752096238221073594906199364950641439860998004693
1029715538636463760752793958294478936586780899434369 and
5009727027589508051673544277436160282160739874039432019366401679
69825484681181534595620036481.

First we work with the case m =t =1, i.e., lattice dimension w = 16. Factoring
N requires the knowledge of 115 many LSBs of d using the method of [10], whereas,
our technique requires 80 many LSBs of d and 23 many MSBs of p. Both the
techniques requires little less than 1.5 seconds on our platform. Following the idea
of [22], around 7 MSBs of p may be known in polynomial time and hence we need
223=7 many guesses for p, which requires a day in our experimental set-up.

When we work with higher lattice dimension m =t = 2, i.e., w = 40, factoring
N requires 112 LSBs of d using the idea of [10]. It takes 46.39 seconds. In our case,
we need 48 LSBs of d with 25 MSBs of p (requires 38.21 seconds) or 62 LSBs of d
with 23 MSBs of p (requires 39.41 seconds).

We now present the experimental details of 10 runs in Table [3] considering 10
different 1024 bits N. We consider that only 80 many LSBs of d will be leaked
and then study the requirement of the LSBs of p for the attack. In each case, the
algorithm of [I0] has also been executed and the requirement of the minimum
number of LSBs for [I0] is presented. The results of Table [B] clearly identifies the
improvement through our approach over the idea of [10].

4 Conclusion

In this paper we have studied cryptanalysis of RSA when either certain amount
of MSBs or certain amount of LSBs of d are exposed. Our additional idea is to
guess a few MSBs of the secret prime p. With this additional information, we
find that our technique is more efficient than that of [I0] (where no guess on the
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bits of p is attempted) in terms of the amount of bits of d to be exposed. Our
technique is also better if one considers total number of bits to be known from
d, p together than that of d only in [10]. Our theoretical results are implemented
and we present experimental evidences of 1024 bits IV, that can be factored with
the exposure of considerably less amount of bits in d than [I0] with a guess of a
few MSBs in p that can be searched exhaustively (say around 20 to 30 bits).
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Abstract. Recently, some cryptographic primitives have been described
that are based on the supposed hardness of finding an isogeny between
two (supersingular) elliptic curves. As a part of such a primitive, Charles
et al. proposed an algorithm for computing sequences of 2-isogenies.
However, their method involves several redundant computations. We con-
struct simple algorithms without such redundancy, based on very com-
pact descriptions of the 2-isogenies. For that, we use some observations
on 2-torsion points.

1 Introduction

Computing a sequence of isogenies of elliptic curves is a new cryptographic ba-
sic operation in some applications. For example, a cryptographic hash function
from expander graphs, proposed in [CGLOT], consists of computing an isogeny
sequence. Moreover, there exists an attempt [RS06] to construct a new type of
public key cryptosystems using such operations. The security of these applica-
tions is based on the supposed hardness of finding an isogeny between two elliptic
curves. To solve such a problem with a quantum computer seems hard [RS06].
Therefore, the above applications are considered as candidates for post-quantum
cryptosystems.

Previously, isogenies between elliptic curves were used in a crucial way for
calculating the cardinality of an elliptic curve over a finite field (see [CF06],
for example). However, in the above, computation of a sequence of isogenies is
used in cryptographic operations, e.g., hashing and encryption/decryption, not
just for some offline operations, e.g., domain (or system) parameter generation.
Therefore, we need to improve the efficiency of this computation to implement
new cryptographic applications.

Charles, Goren and Lauter [CGL07] proposed an algorithm for computing a
sequence of 2-isogenies. Their method is based on Vélu’s formulas, which com-
putes a 2-isogeny explicitly for that purpose. By using supersingular elliptic
curves over IF)2, all computations can stay in )2, the quadratic extension of a
prime finite field (see Section [3.4]). It makes the sequence computation a reason-
able cryptographic operation.

P.J. Lee and J.H. Cheon (Eds.): ICISC 2008, LNCS 5461, pp. 52465 2009.
© Springer-Verlag Berlin Heidelberg 2009
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We show two simple methods based on concise expressions using non-trivial
observations in Section Bl The first method is based on the new recurrence
relation (I8) between a coefficient and a 2-torsion point of elliptic curves. The
second method only computes 2-torsion points of elliptic curves on the sequence.
Both methods have costs of one multiplication and square root computation of
a field for each 2-isogeny. Moreover, we append another simple method that was
communicated to the authors from an anonymous referee.

In Section[2] we review facts related to elliptic curves. In Section[Bl we prepare
notations and facts for 2-isogeny computation. In Section[d], we give the algorithm
of [CGLOT]. In Section B, we propose algorithms for a sequence of 2-isogenies. In
Section[6l we describe a related method told by an anonymous referee. In Section
[ we compare the costs of the proposed methods with that of the existing one.

2 2-Isogenies between Elliptic Curves

We summarize facts about elliptic curves in this section. For details, see [S86],
for example.

2.1 Elliptic Curves

Let p be a prime greater than 3 and F,, be the finite field with p elements. Let IF,,
be its algebraic closure. An elliptic curve E over I, is given by the Weierstrass
normal form

E:y*=a2*+A2+B (1)

for A and B € F, where the discriminant of the RHS of () is non-zero. We
denote the point at infinity on £ by Opg. Elliptic curves are endowed with a
unique algebraic group structure, with O as neutral element. The j-invariant
of B is j(A,B) = 1728, .. Conversely, for j # 0,1728 € F,, set A =
A(j) = 175&?-;‘7 B = B(j) = 1722§—j' Then, the obtained E in (D) has j-
invariant j. Two elliptic curves over F,, are isomorphic if and only if they have
the same j-invariant. For a positive integer n, the set of n-torsion points of E is
E[n] ={P € E(F,)|nP = Og}.

Given two elliptic curves E and E’ over F,,, a homomorphism ¢ : E — E' is a
morphism of algebraic curves that sends Og to Ogs. A non-zero homomorphism
is called an isogeny, and a separable isogeny with the cardinality ¢ of the kernel
is called f-isogeny.

An elliptic curve E over [, is called supersingular if there are no points of

order p, i.e., E[p] = {Og}. The j-invariants of supersingular elliptic curves lie in
F,2 (see [S86, Chap.V, Th.3.1]).

2.2 Vélu’s Formulas

We compute the 2-isogeny by using Vélu’s formulas. Vélu gave in [VTI] the
explicit formulas of the isogeny ¢ : E — E’ and the equation of the form ()
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of E' when F is given by ([{l) and C' = ker¢ is explicitly given. It is for general
degree £. We consider only the degree £ = 2 case in this paper. Let C = ((«, 0))
be a subgroup of order 2 on an elliptic curve E. Then there exists a unique
isogeny ¢, : E — E’ s.t.C = ker¢,, and we denote E’ by E/C. Note that for a
general (i.e., ordinary) elliptic curve, & may be defined over a quadratic or cubic
extension field only. However, in our computations all the 2-torsion points will
always be defined over IF,2, see Section 3.4l
For a subgroup C = ((«,0)) C E[2], the elliptic curve E/C is given by the
equation
y? = 2® — (4A + 1502)z + (8B — 14a®). (2)

Therefore, E/C' is also defined over Fj > when E is supersingular. Moreover, the
isogeny ¢n: E — E/C is given by

3)

¢a(Op) = Og/c and ¢4 ((a,0)) = Op/c. Clearly, ¢, is also defined over [F,,» for
supersingular F.

a2 a2
¢a2($,y)H($+<3 +A)7y_(3 +A)y>a

r—a« (x — a)?

3 A Walk on a Pizer Graph

We consider a graph consisting of 2-isogenies between supersingular elliptic
curves. The graph has an expanding property (expander graph), and is called a
Pizer graph [P90, [CGLOT].

3.1 Expander Graph

Let G = (V, &) be a graph with vertex set V and edge set £. We will deal with
undirected graphs, and say a graph is k-regular if each vertex has k edges coming
out of it. A graph G is an expander graph with expansion constant ¢ > 0 if, for
any subset U C V s.t. [U| < “2}', then |I'(U)| > c|U| where I'(U) is the boundary
of U (which is all neighbors of & minus all elements of U). Any expander graph is
connected. A random walk on an expander graph has rapidly mixing property.
After O(log(|V])) steps, the last point of the random walk approximates the
uniform distribution on V.

Such a property is useful for cryptography. Therefore, there exist several cryp-
tographic constructions using an expander graph ([CGL07, [RS06, (GO0 etc.). For
details of expander graphs, see [GOTl, [HLW06].

3.2 Pizer Graph with £ =2

The Pizer graph G = (V,€) with ¢ = 2 consists of (isomorphism classes of)
supersingular elliptic curves over IF, and their 2-isogenies, i.e.,

V = {supersingular elliptic curve E/F,} / =,
& ={([E],|E")) | there is a 2-isogeny ¢ : E — E'} c V?
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where V2 denotes the set of unordered pairs of elements of V. This is well-
defined due to the existence of a dual isogeny ¢. Hereafter, we use an abused
notation E € V for simple presentation.

Then, the graph G is an undirected 3-regular graph. G is known to have
a rapidly mixing property. In particular, this is called a Ramanujan graph, a
special type of expander graph. For details, see [P90, [CGL07], for example.

3.3 A Walk without Backtracking
We consider computing a walk

g, 2R, (4)

E, Po, F 2N
in G without backtracking, i.e., ¢; # $i+1 fori=0,...,n—2and E; € V. The
supersingular elliptic curve

E;:y? = fi(x) := 2 + Ajx + B; (5)

is defined over F ..

As the graph G is 3-regular and the walk we consider has no backtracking, we
have 2 possibilities to proceed to the next vertex in V at ¢« > 1. When 7 = 0, we
choose 2 edges from Ej; at the beginning. Therefore, we associate a walk data
w=boby -+ bp_1 € W={0,1}" with a walk {@]). Then, the correspondence is
bijective (see [CGLOT]) as follows:

o n a sequence (@) of 2-isogenies ¢; starting from
w={0.1} {EO without backtracking

where () starts from one of the edges chosen as above (see (7). Our goal
is to compute the j-invariant j, = j(E,) from jo = j(Fp) and a walk data
w € W = {0,1}" that determines which edge is selected.

3.4 Why All Computations Stay in Fj>

First, we note that j = 0 (resp.j = 1728) is a supersingular j-invariant if and
only if p = 2 mod 3 (resp.p = 3 mod 4). If we start the walk from jo = 0
(resp. jo = 1728) for such a prime p, then we use a Weierstrass model Ey over
the prime field Fp, e.g., By : Y2 = X3 +1 (resp. By : Y2 = X3 + X). Otherwise,
if we start it from a supersingular jo # 0,1728, then we use any Weierstrass
model Ey/F,2 with jo. We will show that all computations remain in F.
Suppose that we have an elliptic curve E/F > with $E(F,2) = p* £ 2p + 1.
A theorem by Schoof [Sc87, Lemma 4.8] asserts that the group structure of
a curve with that many points is of the form (Z/(p = 1)Z)*. In particular, all
2-torsion points of I are defined over )2, or in other words, the right hand
side of a Weierstrass equation (dl) for E factors over F,2. By Vélu’s formulas,
this means that the three 2-isogenies leaving I are defined over )2, as well are
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the destination curves. By Tate’s theorem [T66], these destination curves again
have p? 4+ 2p + 1 points, and by applying Schoof’s theorem again, they have full
2-torsion over IF,2. Then, the above reasoning can be applied repeatedly.

This already shows that, if the starting curve Ey /F 2 has §Eo(F,2) = p?£2p+1
points, then all computations will stay in IF,.

For the starting model Ey with jo = 0,1728, then §Ey(F,) = p + 1, and
tEo(Fp2) = (p+ 1)2, e.g., see [S86l Exercise 5.10 (b)]. Therefore, it remains to
show that if we start from jo # 0,1728, then any model Ey/F 2 with j, will
have such a number of points. We follow the argument in the proof of [AT02]
Prop.2.2]. Let 7 be the p?-th power Frobenius on Ej. Because multiplication
by p on Ey is purely inseparable of degree p? = degm, it factors as ¢ - = for
some automorphism 9 of Ey (see [S86, Chap.II, Cor.2.12]). The condition that
J # 0,1728 implies 1 = *1, hence 7 = £p € End(Ey) and Ey(F,2) = Eg[l —
7|(Fp) = Eolp £ 1](Fp) =2 (Z/(p £ 1)Z)?, in particular, 1Eo(Fp2) = p* £2p+ 1.

This proves our statement.

3.5 Notations for 2-Torsion Points

We fix notations of the x-coordinates of three 2-torsion points on E; correspond-
ing to a walk data w = boby -+ bp—1 € {0,1}™ as in Table[ll

In this paper, we call the map ¢, given by (8] the isogeny associated with a.
Then, for ¢ > 0, «; is used as being associated with the i-th isogeny i.e.,

¢i = ¢o, + By — Eip1 = Ei/((0;,0)).

The 2-torsion point on FE; which induces the dual isogeny of ¢;_1 on E; is
called a backtracking point, and we denote the backtracking point as (3;,0) in
the following.

Finally, the other 2-torsion point remains. We denote this as (7;,0).

Table 1. Notation of the z-coordinates of the 2-torsions of E;

the point associated with the i-th isogeny ¢; a;
the i-th backtracking point Bi
the other point on F; Yi

3.6 Selector Function

We must choose the next step during a walk in G. For that purpose, we assign
1 bit b € {0,1} to the 2 non-backtracking edges emanating from a vertex in V.

First, we recall that each edge is associated with o € Fp2 (see ([@)). Then we
can use an order in .. For example, fixing a generator 7 s.t.F,2 = Fy[7] =
F,+F,7 = (F,)*, we use a natural lexicographic order of (F,)?. For Ao, A, € 2
and b € {0,1}, we define the selector function as follows:

min()\o, )\1) if b= 07

select(Mo, A1,b) = {max()xo A)if b=1 ©)
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according to the above order in F,2. As explained in Section B3] we take an
exceptional selection selecty at the starting vertex Ej. Since we can take any
two 2-torsion points on Ey to start a walk, we choose them in the following way.
For three roots g, A1, A2 of fo(z) = 2% + Agz + By = 0,

_ _ (mid(>\0, A1, /\2),1118.}{(/\07 A1, )\2)) if b=0
SeleCtO(AO’Bo’b)_(o‘o’ﬂO)_{ (max(Ao, A1, A2 ), mid(Ao, A1, Ao)) if b=1 (™)

according to the above order.

4 Charles et al.’s Algorithm

Charles et al. [CGLO7| proposed an algorithm for computing a sequence () of
2-isogenies. It was based on Vélu’s formulas ([2]) and (B]), and the following lemma
which describes the (i + 1)-th backtracking point.

Lemma 1. Let (o;,0), (8:,0), (7:,0) be three 2-torsion points on an elliptic
curve F; : y? = x3 + A;x + B; over Fp2. Then

(Bir1,0) = ¢:((8:,0)) = ¢i((7:,0)) (8)

where ¢; = Pq, 1s given by (J). That is, the (i + 1)-th backtracking point can be
calculated by using a;, A;, and B; (or ;).

4.1 Description of Algorithm

The algorithm computes a 2-isogeny repeatedly, precisely saying, it computes
(o, Biy Aiy B;) wort. E; in (@) repeatedly (Algorithm [I). That is, it consists of
the iteration of Algorithm [2 i.e.,

Jo — (Ao, Bo, a0, B0) — (A1, Br, a1, 81) — -+
- (An—laBn—laan—laﬂn—l) - (An7Bn) - ]n (9)

The outline of Algorithm [2]is as follows:

1. Using Vélu’s formulas [2]), calculate the equation of the next elliptic curve
Ei+1, i.e. (Ai+1a Bi+1)-

2. Using Lemma [0 and the formula (), calculate the backtracking point
(Bit+1,0) on Eiyq.

3. Calculate the remaining two 2-torsion points by solving a quadratic equation.

4. According to the select bit b;y1, choose «;41, which determines the next
isogeny ¢;+1, from the two roots.

Algorithms [[ and 2 describe a natural one which computes the sequence ()
using Vélu’s formulas ([2)) and (@). Algorithm [ iterates a subroutine CGLIsog
(Algorithm [)). Additionally, selecty and coversion functions between (A, B)
and j-invariant (see Section 1)) are used.
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Algorithm 1. CGLIsogSeq : Computation of a sequence of 2-isogenies
Input : jo = j(Eo), walk data w = bob1 ...bn—1.
Output : j, = j(E»).

1: (Ao, Bo) — (A(]o),B(jo)), (ao,ﬁo) — Selecto(Ao,Bo,bo).

2: fori«+—0ton—2do

3: (Ai+1, Bi+1, Qi1 67;4_1) — CGLISOg(Ai, Bi, Qi ﬁi, bi+1).

4: end for

5: € a2y, Ap — —(4An_1 +158), By «— 8Bn—1 — 14an—1£, jn «— 5(An, By).
6: return j.

Algorithm 2. CGLIsog: Computation of a 2-isogeny
Input : Ai, Bi, Qi ﬁi, select bit b7;+1.

Output : A;11, Bit1, ait1, Bit1.

1: € — o2
: A7;+1 — —(4141 + 15&), Bi+1 — SBZ — 140(7,5 /* by Vélu’s formula (m) */
2 (— 36+ Ai Bita <—Bi+ﬂifai. /* by Lemma [l */
W =P e A+ B2, e (@) =, ()2
Xo—u +n, M —u -7
QG4 — select()\o,)\l,bi+1).
: return Ai+1, Bi+1, 41, 67;4_1.

N U W N

Details of Algorithm[Zare as follows: At steps 1 and 2, we calculate (A;+1,B41)
from A;, B;, «; using the formula (2]). At step 3, we calculate the z-coordinate of
the backtracking point on F; 11 using (§]) and (). At step 4 and 5, we calculate the
x-coordinates of the 2-torsion points other than the backtracking point by solving

gir1(z) = 2® +uz +v (10)
where u = u;41 = Biv1, v = Vg1 = A1 + 52-2+1. Here, g;+1(z) is a quadratic
factor of fir1(z) = 23+ Aj 10+ Biv1 = (£—Bit1)gi+1(x). At step 6, we calculate
a;+1 according to the select bit b;41 using the selector function select defined
by @ Then, return (Ai+17 Bi+1,ai+1,ﬁi+1).

Remark 1. As B, = —8a,_1A,_1 — 22a3_;, and all the other B; where i =
0,...,n — 1 are not needed for CGLIsog (Algorithm ), we can immediately see
that the above algorithms can be simplified to compute the following chain

Jo — (Ao, a0, Bo) = (A1, a1, 51) = - = (An—1,0n—1,Bn-1) = (An, Bn) = Jjn.

We will see that it can be simplified further in Section [1.3] (see the chain ()
using a non-trivial observation (Proposition ).

4.2 Cost Estimate of Algorithm

Charles et al. gave a rough cost estimate of their algorithm. A more careful
analysis shows that it in fact involves 8 field multiplications and 1 square root
computation (see Algorithm [2)). Our algorithms in Section [B], need only 1 multi-
plication plus 1 square root for each 2-isogeny.
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5 Proposed Methods

We will describe two versions of our proposed methods based on Proposition [
and Theorem [I] which give simple formulas for 2-torsion points on F; in ().

The first method (Algorithms Bl and M) in Section 53 is a simplification of the
method of [CGL0O7] (Algorithms [l and [2)). That is, we show that we need only
(4;, ;) w.r.t. E; for computing the last E,, in the sequence (). We compute the
following chain instead of the chain ().

jo = (Ao, ) — (A1,a1) = -+ = (Ap—1,0m—1) = (An, Bn) — . (11)

The second method (Algorithms [ and [B]) in Section 54l is a variant of the
above method. It computes only the z-coordinates of three 2-torsion points
(i, Bi,v:) on E; repeatedly, without calculating (A4;, B;). These are enough for
computing j, in ([@). We compute the following chain instead of the chain ().

Jo — (a0, Bo,v0) — (a1, B1,7m1) = -+ = (=1, Bn=1, Yn—1) — (An, Bn) = jn.

We will show Proposition [l and Theorem [ to establish these methods in
Section They give simple expressions of (a;11, Bi+1,7Vi+1) using (o, Bi, Vi),
the previous x-coordinates of the 2-torsions. They are simplifications of Vélu’s
formulas for the sequence (@) of 2-isogenies. In particular, Proposition [l which
shows that §;11 = —2q; is the key to our construction. In Section 5.1l we show
preliminary lemmas (Lemmas 21 and [3) for the propositions.

5.1 Basic Lemmas

In the following Lemmas, let ay;, 5, y; be the z-coordinates of the three 2-torsion
points on E; : y? = f;(x) = 23 + A;x + B; described in Table[ll The relations of
the roots and the coefficients of f;(x) are as follows:

o1(ei, i) == + Bi + v = 0,
oo, Biyvi) = aifBi + Birvi + vicw = Ay, (12)
o3(ai, Bis i) == aiffivi = —B;

where oy is the ¢t-th elementary symmetric polynomial for ¢ = 1,2, 3. The follow-
ing Lemma [2 gives the key equation of Proposition [I] and Theorem [II

Lemma 2
(Bi — i) (vi — ;) = 3a? + A;. (13)

Proof From [[2), —;8; — 82 = o? + A; and v;=—a;— 3; hold. Then, the LHS
of ([I3) is as follows:

(Bi — i) (yi — i) = (Bi — i) (=20 — Bi) = 207 — @il — 57 = 3ai + A;. O
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Lemma 3. The x-coordinates cvi11 and vi+1 of non-backtracking points on E;1q
are given using Bi+1 and A;11 as follows:

i 3067 ?
Q41,5 Vitl = —ﬁ;1 + (— 4+1 — Ai+1> . (14)

Proof. Let § be ayq1 or v;41. In the following proof, we use 3, A, B to denote
Bi+1, Ai+1, Bit1, respectively, for readability.

Then, from the equation (IZ) on E;;1, 32§ + 36> — B = 0. Adding —Ap
to both sides of the equation, and using —A3 — B = 32 yield the equation
B33 + 326 + 6% = —Ap. Therefore,

BB+ B5+62+A)=0.

If 3 # 0, then 32 + 36 + 62> + A = 0, and we obtain (I4)). This equation (I4)
also holds if 3 = 0 because E;, 1 is given by the equation y? = z(2? + A) in that
case. |

5.2 Simple Formulas for 2-Torsion Points

Lemma[Ilshows that the (¢4 1)-th backtracking point (5;11,0) can be calculated
by using the i-th backtracking point. It is a key observation for the algorithm in
[CGLO7).

We will show that the point can be calculated much more easily in Proposition
[ The proposition is a key to our algorithms (Algorithms [B] dl and Algorithms
[ [B). That is, the (i + 1)-th backtracking point is given by just «;.

Proposition 1. The x-coordinate (i1 of the backtracking point on E;yi is

given by
ﬁi+1 = —2@1‘. (]‘5)
Proof. From Lemma [Il and Lemma [2]
ﬂi+1:ﬂi+(;‘z_a‘):ﬂi+7i_ai:_20i~ ad

Theorem 1. The z-coordinates a1 and v;+1 of non-backtracking points on
E;11 are given, using oy, B, Vi, as follows:

Ai41,Yi+1 = Oy +2 [(ﬂz — ai)(% — Ozz)] 2 = (673 +2 (30412 + Az) 2, (16)

Proof. From Vélu’s formula ), we obtain A; 1 = —(4A4; + 15a7). Using (11 =
—2q; in Lemma [B the equation (I4) is as follows:

—20&1‘ 3(—20&1)2
Qi1 Yit1 = - i{— 4

:aii2(3a?+Ai)é.

1
2

— [-(44; + 15a§)]}

Then, from Lemma [2] we obtain formula (I). |
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Corollary 1. ¢’ = 4¢ in Algorithm[2

Proof. From (1),
(Ozi_H — ’}/H_l)z =16 (30412 + Al) . (17)
The LHS of [I7) is the discriminant of the quadratic polynomial g;y1(x) given

by (@), and it is 4¢’. The RHS of ([I7) is 16¢. Therefore, ([IT) leads to ¢’ = 4¢
as the characteristic p of the finite field is not 2. O

5.3 Proposed Method 1

From Vélu’s formula (2)) and Theorem[I] (A;, «;) are determined by the following
recurrence formulas.

Ai+1 = —(4Ai + ].50[22), iyl = £ 2 (3&3 + A,)é (].8)

where the plus-minus sign remains ambiguous in the second formula. Precisely,
the second formula is presented as follows:

1 1
ajy1 — select(a; + 2 (3%2 + Ai) Play;—2 (3&12 + Ai) 2 biy1).
We make Algorithms [ and @ using formulas ([I8]).

Algorithm 3. OurIsogSeql: Computation of a sequence of 2-isogenies
Input : jo = j(Eo), walk data w = bob1 ...bn—1.

Output : j, = j(E»).

: (Ao, Bo) — (A(]o), B(jo)), (ao,ﬁo) — selecto(Ao, Bo, bo).

2: fori+—0ton—2do

3 (Ai+1,ai+1) — OuI‘ISOgl(Ai,Ozi,bH_l).
4: end for
5
6

—_

D€ Al An — —(4An_1 +15E), By — —an—1(8An_1+226), jn — j(An, Bn).

: return jp.

Algorithm 4. OurIsogl: Computation of a 2-isogeny
Input : A, a;, select bit biy1.
Output H Ai+1, Qjt1.
1: £ —a?, (— 36+ A, r]<—<é
0 Aip1 — —(44; + 15¢). /* by Vélu’s formula @) */
X — ;i +2n, M —a; — 21, /* by Theorem [1*/
QG4 — select()\o,)\l,bi+1).
: return Ait1, g1

U W

In particular, we can omit steps 3 and 4 in Algorithm [2 by using 3,11 = —2ay
and ¢’ = 4¢. The result is Algorithm @l We can omit the calculation of B; in
Algorithm [ as we already observed in Remark [[I Here, “¢ in Algorithm M’ is
equivalent to “¢C = ¢’/4 in Algorithm 2.
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Algorithm [ iterates a subroutine OurIsogl (Algorithm ).

Details of Algorithm [ are as follows. At step 1, intermediate variables are
calculated. At step 2, we calculate A; 41 based on Vélu’s formula ([2). At step 3,
we calculate the z-coordinates of the 2-torsion points other than the backtracking
point using already the obtained 7. At step 4, we calculate a;41 according the
select bit b; 41 using the selector function select defined by (@). Finally, return

(Aig1, aigr).

5.4 Proposed Method 2

From Proposition[Iland Theorem[], (e, 5i, ;) are determined by the recurrence
formulas (IH)) and ([I6]). Precisely, the second formula is presented as follows:

ajy1 — select(a; + 21, ; — 21, bi11), Yi+1 < select(a; + 2n, a; — 21, biy1)

where 7 = [(8; — a;) (Vi — a)] :. We make Algorithms Bl and [l by using these
formulas. Algorithm [ iterates a subroutine OurIsog2 (Algorithm [G]).

The proposed algorithm computes the sequence of z-coordinates of 2-torsion
points on E; only, without calculating (A;, B;).

The difference between Algorithms [ and [ lies in the way of calculating (.
¢ = 3a? + A; in Algorithm @ can be expressed as ¢ = (3; — a;) (i — «;) using
Lemma 2l We use the latter expression in Algorithm

Details of Algorithm [6] are as follows. At step 1, intermediate variables are
calculated. At step 2, we calculate ;41 using ([H)). At step 3, we calculate the
x-coordinates of the 2-torsion points other than the backtracking point using the

Algorithm 5. OurIsogSeq2: Computation of a sequence of 2-isogenies
Input : jo = j(Eo), walk data w = bob1 ...bn—1.
Output : j, = j(E»).
1: (A(), B()) — (A(]o), B(]())), (Oz(),ﬁ()) — selecto(Ao, Bo, b())
: fori+—0ton—2do
(@it1, Bit1,vit1) < OurIsog2(ai, Bi,7i, bit1)-
: end for
5 — aiflv An - = [402(an71,